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Multicast-BasedInferenceof
Network-InternalCharacteristics:

Accuracy of Packet LossEstimation
R. Cáceres N.G.Duffield J.Horowitz D. Towsley T. Bu

Abstract—Weexplorethe useof end-to-endmulticast traffic asmeasure-
ment probesto infer network-internal characteristics. We have developed
in an earlier paper [2] a Maximum Likelihood Estimator for packet loss
rates on individual links basedon lossesobservedby multicast receivers.
This techniqueexploits the inherent correlation betweensuchobservations
to infer the performanceof paths betweenbranch points in the multicast
tr eespanningthe probesourceand its receivers.Weevaluatethrough anal-
ysis and simulation the accuracyof our estimator under a variety of net-
work conditions. In particular , we report on the error betweeninferr ed
lossrates and actual lossrates as we vary the network topology, propaga-
tion delay, packet drop policy, background traffic mix, and probe traffic
type. In all but onecase,estimatedlossesand probe lossesagreeto within
2 percent on average. We feel this accuracy is enoughto reliably identify
congestedlinks in a wide-areainternetwork.

Keywords—Internet performance,end-to-endmeasurements,Maximum
Likelihood Estimator, tomography

I . INTRODUCTION

A. BackgroundandMotivation

Fundamentalingredientsin thesuccessfuldesign,controland
managementof networksaremechanismsfor accuratelymea-
suring their performance. Two approachesto evaluatingnet-
work performancehave been(i) collecting statisticsat inter-
nal nodesand using networkmanagementpackagesto gener-
ate link-level performancereports;and(ii) characterizingnet-
work performancebasedon end-to-endbehavior of point-to-
pointtraffic suchasthatgeneratedby TCPor UDP. A significant
drawbackof the first approachis that gainingaccessto a wide
rangeof internalnodesin an administratively diversenetwork
canbedifficult. Introducingnew measurementmechanismsinto
thenodesthemselvesis likewisedifficult becauseit requiresper-
suadinglargecompaniesto altertheir products.Also, thecom-
positionof many suchsmallmeasurementsto form a pictureof
end-to-endperformanceis not completelyunderstood.

Regardingthesecondapproach,therehasbeenmuchrecent
experimentalwork to understandthe phenomenologyof end-
to-endperformance(e.g., see[1], [3], [15], [20], [22], [23]).
A numberof ongoingmeasurementinfrastructureprojects(Fe-
lix [6], IPMA [8], NIMI [14] andSurveyor [31]) aim to collect
and analyzeend-to-endmeasurementsacrossa meshof paths
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betweena numberof hosts.pathchar [11] is underevalua-
tion asa tool for inferring link-level statisticsfrom end-to-end
point-to-point measurements.However, muchwork remainsto
bedonein this area.

In arecentpaper[2], weconsideredtheproblemof character-
izing link-level lossbehavior throughend-to-endmeasurements.
We presenteda new approachbasedon the measurementand
analysisof theend-to-endlossbehavior of multicastprobetraf-
fic. Thekey to this approachis thatmulticasttraffic introduces
correlationin theend-to-endlossesmeasuredby receivers.This
correlationcan,in turn,beusedto infer thelossbehavior of the
links within themulticastrouting treespanningthesenderand
receivers. Our principal analytical tool is a MaximumLikeli-
hoodEstimator(MLE) of the link lossrates. This estimateis
derived underthe assumptionthat link lossesaredescribedby
independentBernoulli losses. The datafor this inferenceis a
recordof which of � probeswereobserved at eachof the re-
ceivers. We have shown that theseestimatesarestronglycon-
sistent(convergealmostsurelyto thetruelossrates).Moreover,
the asymptoticnormality propertyof MLEs allows us to de-
rive anexpressionfor their rateof convergenceto thetruerates
as � increases.The presenceof spatialand temporalcorrela-
tion betweenlosseswouldviolatetheassumptionsof themodel.
However, we showedin [2] thatspatialcorrelationsdeformthe
Bernoulli basedestimatorcontinuously(i.e. small correlations
giveriseto only smallinaccuracies).Moreover, thedeformation
is a secondordereffect in that it dependsonly on thechangein
losscorrelationsbetweendifferentpartsof the network. Tem-
poralcorrelationsdo notalterthestrongconsistency of theesti-
mator;they only slow therateof convergence.

We envisagedeployinginferenceenginesas part of a mea-
surementinfrastructurecomprisedof hostsexchangingprobes
in a wide-areanetwork(WAN). Eachhostwill actasthesource
of probesdown a multicasttreeto the others.A strongadvan-
tageof using multicastratherthanunicasttraffic is efficiency.�

multicastserversproducea networkloadthatgrowsat worst
linearly asa function of

�
. On the otherhand,the exchange

of unicastprobescanleadto local loadswhich grow as
���

, de-
pendingon thetopology.

B. Contribution

Whereasthe experimentalcomponentof our previous work
focusedon comparinginferredandactualprobelosses,the fo-
cusof this paperis on askinghow closearethe inferredlosses
to thoseof backgroundtraffic. Wedothisunderavarietyof net-
work configurations.Thesearespecifiedby varyingthefollow-
ing: (i) networktopology(ii) backgroundtraffic mix (iii) packet
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Fig. 1. A two-leaflogicalmulticasttree

droppolicy (iv) probetraffic type,and(v) networkpropagation
delay. In analyzingpotentialdifferencesbetweeninferredand
actuallosseswe identify threepotentialcauses.

The first is the statisticalvariability expectedon the basis
of the lossmodel. The generaltheoryof MLE' s furnishedthe
asymptoticvarianceof the estimatorsasthe numberof probes
grows. Thesetell us how many probesmustbe usedin order
to achieve measurementsof a desiredlevel of accuracy. It can
be shown that the asymptoticvarianceof eachestimatedloss
probability is, to first order, equalto the true loss probability
and otherwiseindependentof the topology. The role of such
theoreticalvaluesis to establisha baselinefor varianceof loss
estimatesof backgroundtraffic.

The second potential cause of differences is the non-
conformanceof probelossesto theBernoullimodel.In practice
wefind quitecloseagreementbetweeninferredandactualprobe
losses. An examinationof the underlyingloss processshows
that deviationsfrom the Bernoulli modelarequite small. The
correlationbetweenpacketlosseson differentlinks is usually
lessthan0.1.

The main contribution to the differencecomesfrom differ-
encesin the loss patternsexhibited by probeand background
traffic. We have mainly usedTCP backgroundtraffic in the
simulations,reflectingthe dominantuseof TCP asa transport
protocolon the Internet[32]. However, TCP flows areknown
to exhibit correlations.A well-known exampleof this is syn-
chronizationbetweenTCPflows which canoccurasa resultof
slow start after packetloss [10]. This mechanismcan be ex-
pectedto give rise to spatialandtemporalcorrelationsbetween
losses.However, we believe that large andlong-lastingspatial
dependenceis unlikely in a realnetworkbecauseof traffic het-
erogeneity. In ourexperimentsweinvestigatedtheeffectsof two
differentdiscardmethods:Drop from Tail and RandomEarly
Detection(RED) [7]. Oneof the motivationsfor the introduc-
tion of RED hasbeento breakdependenceintroducedthrough
TCP.

Thechoiceof probeprocessis onemeansby which we can
aim to improve the accuracy of inference.A constrainton the
interprobetime is that probetraffic shouldnot itself contribute
noticeablyto congestion. Beyond the questionof the mean,
the choiceof interarrival time distribution can affect the bias
andvarianceof theMLE. Probeswith exponentiallydistributed
spacingswill seetime averages;this is the PASTA property
(PoissonArrivalsSeeTime Averages;seee.g. [33]). This ap-

proachhasbeenproposedfor networkmeasurements[24] and
is underconsiderationin the IP PerformanceMetrics working
groupof theIETF [9]. We comparetheeffect of usingconstant
rateprobesandPoissonprobes.In mostcasesthedifferencein
accuracy is quitesmall.We find a far greaterdegradationin ac-
curacy whennetworkroundtrip timeswerereducedbelow the
interprobetime.

Theremainingsectionsof thepaperareorganizedasfollows.
After areview of relatedwork, in SectionII wedescribetheloss
model,in SectionIII theMLE andits properties.In SectionIV
we describethealgorithmusedto computetheMLE from data.
We discussour framework for quantifyingthe errorsin infer-
encein SectionV. Thesimulationsthemselvesarereportedin
SectionVI.

C. RelatedWork

In the openingparagraphswe listed a numberof ongoing
measurementinfrastructureprojectsin progress([6], [8], [14],
[31]). We believe our multicast-basedtechniqueswould be a
valuableadditionto thesemeasurementplatforms.

Simultaneouslywith the presentwork, RatnasamyandMc-
Canne[26] have proposedusinga multicast-basedlossestima-
tor to infer topology. Theemphasisin theirstudyis ongrouping
multicastreceivers,ratherthanestimatingthe lossprobabilities
themselves.They usethesameestimateaswedofor lossonthe
sharedpathto two receivers,andthis givesriseto analgorithm
for inferringbinarytrees.Ad hocextensionsto treeswith higher
branchingratiosareproposed.

Thereis a multicast-basedmeasurementtool, mtrace [17],
alreadyin usein the Internet. mtrace reportsthe routefrom
a multicastsourceto a receiver, along with other information
aboutthatpathsuchasper-hoplossanddelaystatistics.Topol-
ogy discovery throughmtrace is performedas part of the
tracer tool [13]. However, mtrace suffers from perfor-
manceandapplicability problemsin the context of large-scale
measurements.First,mtrace tracesthe pathfrom the source
to a singlereceiver by working backthroughthemulticasttree
startingat that receiver. In order to cover the completemulti-
casttree,mtrace needsto run oncefor eachreceiver, which
doesnot scalewell to large numbersof receivers. In contrast,
theinferencetechniquesdescribedin this papercover thecom-
plete tree in a singlepass. Second,mtrace relies on multi-
castroutersto respondto explicit measurementqueries. Cur-
rent routerssupportthesequeries. However, Internetservice
providersmay chooseto disablethis featuresinceit givesany-
oneaccessto detaileddelayandlossinformationaboutpathsin
their partof thenetwork. (We have received reportsthat this is
alreadyoccurring).In contrast,our inferencetechniquesdo not
rely on cooperationfrom any network-internalelements.

Therehasbeensomeadhoc,statisticallynon-rigorouswork
on deriving link-level lossbehavior from end-to-endmulticast
measurements.An estimatorproposedin [34] attributestheab-
senceof apacketatasetof receiversto lossonthecommonpath
from thesource.However, this is biased,evenasthenumberof
probes� goesto infinity.
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I I . DESCRIPTION OF THE LOSS MODEL

Let �����
	���
�� denotethe logical (asopposedto physical)
multicasttree,consistingof the set of nodes 	 , including the
sourceandreceivers,andthesetof links 
 , which areordered
pairs ��������� of nodes,indicatinga (directed)link from � to � .
Thesetof children of node � is denotedby ������� ; thesearethe
nodeswith a link comingfrom � . For eachnode � , otherthan
theroot � , thereis auniquenode������� , theparentof � , suchthat��������������� � . Eachlink canthereforebeidentifiedby its “child”
endpoint.We define“ancestors”(grandparentsandthe like) in
anobviousway, andlikewise“descendants”.Thedifferencebe-
tweenalogical anda physicaltreeis that,whereasit is possible
for a nodeto have only onechild in thephysicaltree,in thelog-
ical treeeachnodeexcepttherootandleavesmusthave at least
two children.A physicaltreecanbeconvertedinto alogicaltree
by deletingall nodes,otherthantheroot, which have onechild
andadjustingthelinks accordingly.

Theroot �!�"	 representsthe sourceof the probesandthe
setof leafnodes#"$"	 (i.e., thosewith nochildren)represents
thereceivers.

A probepacketis sentdown thetreestartingat theroot. If it
reachesanode� acopyof thepacketis producedandsentdown
the link towardeachchild of � . As a packettraversesa link �
(recall that � denotesthe endpoint),it is lost with probability%�& �('*) %�& and arrivesat � with probability %�& . We shall
usethenotation % �+',) % for any quantity % (with or without
subscripts)between0 and1. Thelossesondifferentlinks areas-
sumedto beindependentandto occurwith theprobabilities% &
asdescribed.In [2] we have discussedthepotentiallimitations
of this model,andhow the modelcanbe correctedif thereare
dependenciesbetweenthelosses.Thetwo-leaflogicalmulticast
treeis shown in Figure1.

Wedescribethepassageof probesdown thetreeby astochas-
tic process-.�/�0- & � &�1�2 whereeach- & equals0 or 1: - & �3'
signifiesthat a probepacketreachesnode � , and � that it does
not. The packetsaregeneratedat thesource,so -546��' . For
all other �7�8	 , the valueof - & is determinedasfollows. If- & �9� then -;:5�+� for thechildren � of � (andhencefor all
descendantsof � ). If - & �<' , thenfor � a child of � , -;:5�<'
with probability % : , and -;:5�+� with probability % : , indepen-
dently for all the childrenof � . We write % 4=�>' to simplify
expressionsconcerningthe % & .

I I I . MAXIM UM L IKELIHOOD ESTIM ATION OF LOSS

If a probeis sentdown thetreefrom thesource,theoutcome
is arecordof whetheror notacopyof theprobewasreceivedat
eachreceiver. Expressedin termsof theprocess- , theoutcome
is a configuration-@?BADCE�>�F- & � &G1 A of zeroesandonesat the
receivers (1 = received, 0 = lost). Notice that only the values
of - at the receiversareobservable; the valuesat the internal
nodesareinvisible. Thestatespaceof theobservations- ?BADC is
thusthesetof all suchconfigurations,HI�KJL���M'ON A . For agiven
setof link probabilities% �P� %�& � &G1�2 , thedistribution of - ?BADC
on H will bedenotedby QSR . Theprobabilitymassfunctionfor
a singleoutcomeT@�UH is VD�WTDX % �D�/QSRS�0-@?BADC��YT�� .

Let usdispatch� probes,and,for eachT=��H , let � �WTZ� denote
thenumberof probesfor which theoutcomeT is obtained.The

probabilityof � independentobservationsT\[L�M]^]M] �_Ta` (with eachTabY�3�WT�b& � &G1 A ) is then

VD�WT [ �^]M]M]��_T ` X % ��� `cbed�[ VD�WT b X % �f� cg 1Oh V���T�X % � ` ? g C (1)

We estimate% usingmaximumlikelihood,basedon thedata� � �WTZ�i� g 1Oh , andwe find thattheusualregularity conditionsthat
imply goodlarge-samplebehavior of the MLE aresatisfiedin
thepresentsituation.This is usefulfor theapplicationswe have
in mind because(a) we want to assessthe accuracy of our es-
timatesvia confidenceintervals, and(b) it is importantto de-
terminethesmallestnumber� of probesneededto achieve the
desiredaccuracy. We want to minimize � because,although
sendingoutprobesis inexpensive in itself, networksaresubject
to variousfluctuations(e.g.,[20]) which canperturbthemodel,
andthemeasurementprocessitself tiesup networkresources.

We begin with a review of our main results on the exis-
tenceanduniquenessof theMLE. Anotherquestion,not treated
here,but which is importantfor applications,is the feasibility
andorganizationof the computations.We work with the log-
likelihoodfunctionj � % ���lk�mGnDVD�WT [ �M]M]^]_�_T ` X % ���+og 1Oh � �WTZ�pk�mGnqV���T�X % �r] (2)

In the notation we suppressthe dependenceof
j

on � andT\[^�^]M]M]��_Ta` . For eachnode � , let Hs�W��� be the setof outcomesTt�IH suchthat T�:@�<' for at leastonereceiver ���I# which
is a descendantof � , and let u & �(v & � % ��wx�yQSRSzxHs�����|{ . An
estimateof u & is }u & � og 1Lh ? & C }V���T��~� (3)

where

}VD�WTZ��wx� � ��T�� � � is theobservedproportionof trials with
outcomeT . We will show how to find % asa functionof the u .
TheMLE �% is preciselythat % which maximizes

j � % � :�% � argmaxR 1�� 4~� [W�B� j � % � (4)

We shall seethat, at leastfor large � , �% �<v���[L� } uq� , usingthe
inverseof the function v that expressesthe u & in termsof the% & . Candidatesfor the MLE aresolutions

}% of the likelihood
equation: � j� % & � % ���"����������] (5)

Set ����J�� % & � &�1�� w % &�� �pN , and �+��J��0u & � &�1�� w�u &7����q�\Xpu &���� : 1�� ? & C uM:��q�@�����,#*N .
Theorem1: When

} u��P� , the likelihood equationhasthe
uniquesolution

}% wx�/v��D[M� } uS� thatcanbeexpressedasfollows.
Define � }� & � &�1�2 for the root nodeby

}� 4 �y' , for leaf nodes�t�I# by

}� & � } u & , andfor all othernodes�!�"�I�s# asthe
uniquesolutionin ���a�^' { of'¡) }u & � }� & � c: 1�� ? & C � '¡) } uM:�� }� & �~] (6)

Thenfor �@��� ,

}% & � }� & � }�£¢ ? & C .
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Theform (6) follows from thecorrespondingrelationsthat ex-
pressu & in termsof

� & wx� % & % ¢ ? & C ]M]^] % 4 .
We completethe pictureby showing that the solutionof the

likelihood equationactuallymaximizesthe likelihood function
undersomeadditionalconditions.Theset � containsall posi-
tive %D& , includingthepossibility %�& � ' . Let usnow restrictour
attentionto link probabilities % ��¤3�����a�^'M� ¥ A $8� . Being
a solutionof the likelihood equationdoesnot preclude

}% from
beingeitheraminimumor asaddlepointfor thelikelihoodfunc-
tion, with themaximumfalling on theboundaryof ¤ . For some
simpletopologieswe areableto establishdirectly that

j � % � is
(jointly) concave in the parametersat % � }% , which is hence
theMLE �% . For moregeneraltopologieswe usegeneralresults
on maximumlikelihood to show that

}% �(�% for all sufficiently
large � .

Theorem2:
(i) Themodelis identifiablein ¤ , i.e., % � %�¦ �§¤ and Q R �/Q Rp¨
implies % � %D¦ . Thus, distinct link probabilities % produce
distinctstatisticalbehavior of the

} u as �6©�ª .
(ii) As �!©«ª , �%�©¬% , with Q R - probability1, i.e., theMLE
is stronglyconsistent.
(iii) With probability1, for sufficiently large � , �% � }% , i.e., the
solutionof thelikelihood equationmaximizesthelikelihood.
This is proven usinglarge sampletheory for MLE, suchasin
[30]. Finally we have a resulton asymptoticnormality of the
MLE. TheFisherInformationMatrix at % basedon - ?BADC is the

matrix ­�: & � % �,wx�"®S¯�°*±£²O³² RG´ � % �r�,²O³² Rpµ � % �·¶ .

Theorem3: ­�� % � is non-singular, and as �¸© ª , underQ R , ¹ � � }% ) % � convergesin distributionto a multivariatenor-
mal randomvector with meanvector 0 and covariancematrix­,��[^� % � .
Example: MLE for the Two-Leaf Tree. Denotethe 4 points
of H7�"JL�a�^'ºN � by JO�����_��'G�^'M���~'G'ON . Then} u [ � }VD� 'G'^�S» }VS� 'M���S» }VD�W��'M�~� (7)} u � � }V�� 'G'^�S» }V�� 'M���~� } uG¼;� }V�� 'G'^�S» }VD�W��'^�r� (8)

andequations(6) for

}� & in termsof the

} u & yield}% [ � } u � } u�¼} u � » } u ¼ ) } u [ (9)� � }VD�W��'^�S» }V�� '�'M� �r� }VD�i'^�G�S» }VD�i'�'M� �}V�� 'G'^� (10)}% � � }u � » } u ¼ ) } u [} u ¼ � }V�� 'G'^�}V�����'M�S» }VD� 'G'^� (11)}% ¼½� }u � » } u ¼ ) } u [} u � � }V�� 'G'^�}V�� '^�G�S» }VD� 'G'^� (12)

Note thatalthoughit is possiblethat

}% [ � ' for somefinite � ,
this will not happenwhen � is sufficiently large, dueto Theo-
rem2.

IV. COM PUTATION OF THE MLE ON A GENERAL TREE

In this sectionwe describethealgorithmfor computing

}% on
a generaltree. An importantfeatureof the calculationis that
it canbeperformedrecursively on trees.First we show how to
calculatethe

} u & . Thesecanbecalculatedby reconstructionof a

procedure main ( ¾ ) ¿
find x ( ¾ ) ;
infer ( ¾ , À ) ;Á

procedure find x ( ¾ ) ¿
foreach ( Â�ÃEÄMÅ0¾^Æ ) ¿}Ç�È

= find x ( Â ) ;
foreach ( É�Ã;¿MÀ~Ê
ËiË Ë
ÊWÌ Á ) ¿}ÇeÍºÎ ÉÐÏ =

}ÇeÍºÎ ÉÐÏrÑ }Ç�ÈOÎ ÉÐÏ ;ÁÁ} Ò Í
= Ì�Ó�Ô �lÕÖB× Ô }Ç,ÍOÎ ÉÐÏ ;

return

}Ç Í
;Á

procedure infer ( ¾ , Ø ) ;Ø Í
= solvefor( Ø Í

, ÅWÀSÙ } Ú µÛ µ Æ == Ü È_ÝLÞ ß Í à ÅWÀSÙ } Ú ´Û µ Æ );} á Í
= Ø ÍMâ Ø ;

foreach ( Â�ÃEÄMÅ0¾^Æ ) ¿
infer ( Â , Ø Í

) ;ÁÁ
Fig. 2. PSEUDOCODE FOR INFERENCE OF L I NK PROBABI LITI ES

samplepathof thefull process�0- & � &�1�2 thatis consistentwith
the measureddata -![?BADC �M]^]M]_� -=`?BADC from � probes. We define

the � -elementbinaryvector � }- & � &�1�2 recursively by}- & � - & ������# (13)}- & �Wã���� ä: 1�� ? & C }-s:��Wã��r�å���æ	t�,# (14)

sothat } u & � � �D[ `o ç d�[
}- & �Wã��r] (15)

For simplicity we assumenow that

}u3�+v�� �W���M'^�i¥ 2 � . The
calculationof

}% canbe doneby anotherrecursion.We formu-
late bothrecursionsin pseudocodein Figure2. The procedure
find x calculatesthe

}- & and

}u & , assuming

}- & initializes to- & for ���l# and � otherwise.The procedureinfer calcu-
latesthe

}% & . The procedurescould be combined.The full set
of link probabilitiesis estimatedby executingmain(1); recall' is the singledescendantof the root node � . Here,an empty
product(which occurswhenthe first argumentof infer is a
leaf node)is understoodto bezero. Heresolvefor is a rou-
tine thatfindstheuniquesolution

}� & in ���a�^' { to (6).
The recursive natureof the algorithm hasimportantconse-

quencesfor its implementationin a networksetting.Thecalcu-
lationof

} u & and
� & dependson - only throughthe � }- : � : 1�� ? & C .

In anetworkedimplementationthiswouldenablethecalculation
to belocalizedin subtreesat a representativenode.Thecompu-
tationaleffort ateachnodewouldbeatworstproportionalto the
depthof the tree(for the nodewhich is unlucky enoughto be
the representative for all distinct subtreesto which it belongs).
Thenetworkloadinducedby thecommunicationof datacould
be kept local, e.g.,by scopedmulticastamongstsibling repre-
sentatives.
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Fig. 3. SI M ULATI ON TOPOLOGY: Links areof two types: “edge” links of 1.5Mb/scapacityand10mslatency, andinterior links of 5Mb/s capacityand50ms
latency. LEFT: “regular” topologywith branchingratio2. RI GHT: “irregular” topology.

V. FRAM EWORK FOR SIM ULATION STUDY

Weevaluatedour lossinferencealgorithmusingthens simu-
lator [19]. This enabledusto investigatetheeffectivenessof the
estimatoroverarangeof networktopologies,link delays,packet
droppolicies,backgroundtraffic types,andprobetraffic types.
In particularwe wereableto determinethe actuallossexperi-
encedby backgroundtraffic, andby probetraffic, andcompare
thesevaluesto thosepredictedby theinferencealgorithmonthe
basisof measurementsat theleafnodes.Theexperimentsshow
thattheagreementbetweeninferredandprobelossis extremely
good.Thisshowsthatthemodelof probelossandtheassociated
inferencetechniqueare quite effective in the small networks
usedin the simulation. This is encouragingsincewe expect
flow synchronizationeffects (that would violate the model) to
bemorenoticeableamongstasmallernumbersof flows. Agree-
mentbetweeninferredlossandbackgroundtraffic lossis quite
reasonable,althoughnotascloseasbetweeninferredandprobe
loss. Somedifferenceis expecteddueto thedifferencein tem-
poralstatisticsof TCPflowsandprobes.

A. ComparingLossProbabilities

Wedescribeourapproachto comparingtwo setsof lossprob-
abilities V and è . For exampleV couldbeaninferredprobability
onalink, è thecorrespondingactualprobability. For someerror
margin é � � we definetheerror factorê�ë �BV���èO���íì§îOï£ð VD�0éO�èp�0éO� � èp�FéL�VD�FéL�Sñ (16)

whereV��0éO���íì§îOïpJMé��WVSN and èp�0éO���íì§îºï�J^ép�_èGN . Thus,wetreatV and è asbeingnot lessthan é , andhaving donethis, theerror
factoris themaximumratio, upwardsor downwards,by which
they differ. Unlessotherwisestated,we usedthe defaultvalueé;�/'^�ò� ¼ in thispaper. Thechoiceof thismetricis motivatedby
theexpectationthat it is desirableto estimatetherelative mag-
nitude of loss ratios on different links in order to distinguish

thosewhich suffer higherloss. In summarizingtherelative ac-
curacy of a setof lossmeasurements,we will calculatestatis-
tics of theerrorfactor, suchasmeanandquantilesof

êDë �BV ç �_è ç �
whereVó�ô�BV ç � and è@�<��è ç � aretwo setsof lossprobabilities
(inferredand actual,say). Herethe index ã runsover a setof
links, a setof measurementson thesamelink madeat different
timesor during differentsimulations,or somecombinationof
these.

B. SummaryStatisticsof theError Factor

In describingthemeanandvariability of theerrorfactors,we
shall usethe following summarystatistics. We shall estimate
the centerof the distribution of a setof error factors T ç by the
two-sidedquartile-weightedmedianõ �
JOTSNO�,wx�8��ö�÷ �_ø »7ù�ö�÷ ø »7ö�÷ ú ø �i�Oû (17)

where ö,ü denotesthe V�ý0þ quantileof the T ç . õ is particularly
suitedto skewed distributions; see[29] for further detail. We
characterizethehighvaluesof theerrorfactorsthroughthe90ý0þ
percentile.Boththesesummarystatisticsarerobust,beinginde-
pendentof any assumptionon thedistribution of the error fac-
tors.

C. ExperimentalVariables

We exploredtheperformanceof the inferencealgorithmun-
dervariationof thefollowing quantities.

C.1 NetworkTopology

Weinvestigatedthreetopologies.Weusedthetwo-leafbinary
treeof Figure1 to explore the variableslisted below within a
tightly controlledenvironment.We alsoexploredtwo largerbi-
nary topologies:theregular 8 leaf binarytreeof Figure3(left),
and the irregular treeof Figure3(right). In both of the larger
treeswe arrangedfor someheterogeneitybetweenthe edges
andthecenterin orderto mimic thedifferencebetweenthecore
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andedgesof a large WAN, with the interior of the treehaving
highercapacity(5Mb/sec)andlatency (50ms)thanat theedge
(1Mb/secand10ms).

C.2 PacketDiscardMethod

Eachnodehada buffer capacityof 20 packets,independent
of packetsize. We comparethe effects of two methodsof
packetdiscard:Dropfrom Tail (DT), anddiscardbasedonRan-
dom Early Detection(RED) [7]. Oneof the benefitsexpected
from the deploymentof RED is increasedutilization through
thebreakingof synchronizationthatcanoccurdueto slow start
of TCP aftercongestion,asidentifiedin [10]. We usedthens
defaultparametersof REDin thesimulations.

C.3 BackgroundTraffic

Eachof thetreeswasequippedwith avarietyof flowsof back-
groundtraffic. Flows wereof two types: infinite datasources
that usethe TransmissionControl Protocol(TCP), and on-off
sourcesusingtheUnreliableDatagramProtocol(UDP), theon
andoff periodshaving eithera Paretoor an exponentialdistri-
bution. In mostof the simulationson the larger treeswe used
predominantlyTCP, with a mixtureof UDP. We chosethis mix
becauseTCP is the dominanttransportprotocol on the Inter-
net[32].

C.4 ProbeCharacteristics

It is desirablethat probetraffic only usea small part of the
availablelink capacity. For theexperimentsin thelargetopolo-
gies we used40-byteprobeswith a meaninterprobetime of
16ms, i.e. a 20 kbit/secstream. This is just over 1% of the
capacityof thesmallestlink used;it wouldbeafar smallerfrac-
tion of capacitiescommonlyusedin today'sInternetbackbones.
We usedtwo typesof probes:constantrateprobesandPoisson
probes.Theuseof thelatterhasbeenproposed[24] for end-to-
endmeasurementson the basisthat PoissonArrivalsSeeTime
Averages;seee.g.[33].

C.5 RelativeTimeScales

We investigatedthe effectsof networkroundtriptime on es-
timator accuracy. This is potentially important becausethe

roundtrip time determinesthe time it takesTCP to respondto
packetlosses.Thusthe relative sizeof this time andthe inter-
probetime determinesthenumberof probepacketsthatsample
congestiondueto TCPtraffic. In theseexperimentswereverted
to auniform link latency of between1msand100ms.

VI . SIM ULATION RESULTS

A. QualitativeSamplePath Behavior

Westartby illustratingsomepropertiesof samplepathsof the
MLE. We shall makemostly qualitative observationsinitially;
quantitativestatisticalmeasuresof theaccuracy of inferencewill
beappliedlater.

In theregulartopologyof Figure3(left) we conductedexper-
imentsof 240 secondsduration. Backgroundtraffic wasgen-
eratedby 30 infinite FTP sourcesusing TCP, and another30
on-off UDP sources,mostlywith low ratesandeitherexponen-
tial or Paretodistributed.Therewasoneexperimentfor eachof
the four combinationsof DropTail or RED packetdiscardand
Poissonor CBR probes. The meantime betweenprobeswas
16ms,so about15,000probeswere usedin eachexperiment.
For eachof theexperimentswe calculated

}% on a moving win-
dow of agivenwidth, usingjumpsof half thewidth. Wedisplay
themeanerrorfactorasa functionof window sizein Figure4.
On theleft we show theerrorfactorbetweeninferredandactual
probeloss;ontheright betweeninferredandactualbackground
loss. The main points to observe are that (i) error factorsde-
creaseas window size increases;(ii) the error factor between
inferredandprobelossesis smallwhencomparedwith thatbe-
tweeninferredandbackgroundlosses;(iii) theerrorfactorsare
reasonablyinsensitive to choiceof packetdiscardmethodand
probetype. To theextent that therearedifferences,meanerror
factorsbetweeninferredandbackgroundlossesfor CBRprobes
areslightly smallerthanfor Poissonprobes,at leastfor larger
window sizes(about1.2 comparedwith about1.5). Error fac-
tors for RED aremarginally worsethanfor DropTail. We shall
commentuponthesedifferenceslater.

B. DynamicTrackingof Loss

In Figure5 we displaythe time seriesof background,probe
andinferredlossononelink overthemoving windowsof asim-
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ulation similar to that just described.However, we arrangefor
someadditionalsourcesto be turnedon after 60 secondshave
elapsed.Wedisplayhow inferredlossestracktherealoneson a
5 secondwindow (left) anda 20 secondwindow (right). There
is considerablevariabilitybetweentheinferredandactuallossat
the5 secondwindow, not all of whichis removedby increasing
to a 20 secondwindow. However, evenat the5 secondwindow
it appearsthat theestimatorrespondsrapidly to the increasein
actuallossthatoccursafter60 secondshave elapsed.

From Figure5 it is evident that the inferred loss tracksthe
probeloss more closely than the loss of backgroundpackets.
Increasingthewindow sizenarrows someof thedifference.We
illustratethis for a singlewindow in Figure6. For a 5 second
anda 240 secondwindow, we displayhow theorderingof the
links accordingto lossprobabilitydiffersaccordingto whether
the loss usedfor orderingis that for backgroundor probeor
inferredloss.To dothiswehave placedeachsetof probabilities
on an axis (backgroundloss on left, probeloss in middle and
inferredlosson right) andjoinedthevaluesfor givenlinks. The
flatterthelines,thegreatertheaccuracy; thelessthey cross,the
bettertheorderingis preserved. In this example,bothaccuracy
andorderingareimprovedby usingthelargerwindow. It is clear
in this example that despiteerror factorsof about2 between
someof theinferredandbackgroundtraffic losses,theinference

is sufficiently accurateto distinguishthe links with the highest
lossfor eitherprobeor backgroundpackets.

C. QuantitativeStatisticalMeasuresof Accuracy

We now presentsomebroadstatisticalmeasuresof the ac-
curacy of the inferencein different network configurationsin
topologieswith 15 links. We conducted10 experimentsof 240
secondsdurationfor eachof thefour combinationsof DropTail
or RED packetdiscardwith CBR or Poissonprobes.We then
calculatedthecenterõ and90ý0þ percentileof the150errorfac-
tors(10experiments� 15 links).

Theresultsaretabulatedfor theregular topologywith mixed
TCPandUDP sourcesin TableI; for theregular topologywith
TCPsourceonly in TableII; andfor theirregulartopologywith
mixedsourcesin TableIII. Takingtheseasagroup,theaccuracy
of inferenceof probelossis striking. Lookingat thefirst pair of
columnsin eachtablewe seethattheerror is no morethan2%
of the truevalueon average(i.e. anerrorfactor1.02),the90ý0þ
percentileof theerrorbeing17%of thetruevalueat worst(i.e.
anerrorfactor1.17).

Theerror factorsbetweenactualprobelossandbackground
traffic lossaresomewhatlarger;this differenceis thenthemain
contributionto errorsin inferring thebackgroundtraffic lossby
theprobeloss. Thecenterõ is lessthan1.5, andthe90ýFþ per-
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Fig. 7. ESTI M ATOR ACCURACY: Scatterplots of 1110pairsof lossprobabilitiesgatheredfrom all simulations:LEFT: inferredlossvs. probeloss; RI GHT:
inferredlossvs. backgroundloss.All probabilitiestruncatedwith errormargin ����À
	OÓ�� .

Discard Probe inf vs. probe probevs. b'grnd inf vs. b'grnd
Method Type m 
�� � m 
�� � m 
�� �

DT PP 1.01 1.07 1.21 1.58 1.23 1.68
DT CBR 1.00 1.03 1.11 1.43 1.11 1.43

RED PP 1.01 1.04 1.14 1.54 1.15 1.56
RED CBR 1.00 1.03 1.10 1.36 1.09 1.39

TABLE I

STATI STI CS OF ERROR FACTOR VS. PACKET DI SCARD AND PROBE

M ETHOD. TCPandUDP backgroundtraffic. RegularTopology. Weighted

Medianand90��� percentileof errorfactoroverall links during10simulations

of 240seconds.Error margin was ����À�	 Ó�� . In about20%of cases,oneor

bothprobabilitiescomparedwerelessthan � .
Discard Probe inf vs. probe probevs. b'grnd inf vs. b'grnd
Method Type m 
�� � m 
�� � m 
�� �

DT PP 1.02 1.11 1.47 2.03 1.45 2.19
DT CBR 1.01 1.06 1.31 1.82 1.33 1.81

RED PP 1.01 1.06 1.42 1.92 1.43 1.91
RED CBR 1.01 1.03 1.19 1.55 1.20 1.53

TABLE II

STATI STI CS OF ERROR FACTOR VS. PACKET DI SCARD AND PROBE

M ETHOD. TCPbackgroundtraffic only. RegularTopology. WeightedMedian

and90��� percentileof errorfactoroverall links during10simulationsof 240

seconds.Error margin was ���óÀ�	 Ó�� . In about15%of cases,oneor both

probabilitiescomparedwerelessthan � .

centileis lessthan2.2. PureTCPbackgroundtraffic hassome-
whathighererrorfactorsthanmixedTCPandUDP. Theirregu-
lar topologyhassomewhathighererrorfactorsthantheregular
topology. Theaverageutilizationin thesesimulationswasabout
60%.Wealsoconductedsimulationsatupto 90%utilizationon
thetwo-leafbinarytreewith approximatelythesamenumberof
probes.In mostcasesthe summarystatisticswereof thesame
order.

Comparingthedifferentpacketdiscardmethods,we seethat
RED alwaysgivessomewhat lower valuesfor õ andthe 90ý0þ
percentilethanthe correspondingDropTail. This fits with our
expectationthat therandomizationinducedby RED will break
correlationsinducedby TCPflow control,andhencecausepat-
ternsof lossfor backgroundtraffic to morecloselyresemblethe
Bernoulli lossmodel.

Comparingthedifferentpacketprobetypes,we seethatCBR
has õ and90ý0þ percentileconsistentlyslightly lower thanfor
Poissonprobes.Thereasonfor thissmalldifferenceis not clear

Discard Probe inf vs. probe probevs. b'grnd inf vs. b'grnd
Method Type m 
�� � m 
�� � m 
�� �

DT PP 1.02 1.17 1.34 1.83 1.39 2.24
DT CBR 1.02 1.11 1.24 1.66 1.27 1.84

RED PP 1.01 1.13 1.18 1.62 1.23 1.74
RED CBR 1.01 1.08 1.13 1.54 1.17 1.61

TABLE III

STATI STI CS OF ERROR FACTOR VS. PACKET DI SCARD AND PROBE

M ETHOD. TCPandUDP backgroundtraffic. IrregularTopology. Meanand

90��� percentileof errorfactoroverall links during10simulationsof 240

seconds.Errormargin was ����À�	 Ó�� . In nomorethan8% of cases,oneor

bothprobabilitieswerelessthan � .

Link inf vs. probe probevs. b'grnd inf vs. b'grnd
Delay m 
�� � m 
�� � m 
�� �
100ms 1.00 1.04 1.07 1.45 1.07 1.44
30ms 1.00 1.02 1.17 1.54 1.17 1.53
10ms 1.09 1.71 1.28 1.88 1.19 1.49
1ms 1.49 6.83 1.30 1.61 1.71 5.07

TABLE IV

STATI STI CS OF ERROR FACTOR VS. L I NK DELAY. TCPandUDP

backgroundtraffic. RegularTopology. DropTail with PoissonProbes.

WeightedMedianand90��� percentileof errorfactoroverall links during10

simulationsof 240sfor eachdelayvalue.Oneor bothprobabilitiescompared

werelessthanerrormargin ����À
	 Ó�� in up to 40%of cases.

at present. Poissonprobesseetime averages[33] and hence
yield unbiasedmeasurements.It is possiblethoughthatthey ex-
hibit highervariancesfor thereasonthatthepotentiallyextreme
(long or short)interarrival timesleadto worsesamplingof net-
work congestionevents.

We examinedthe influenceof networkpropagationdelayon
errorfactors.For DropTail packetdiscardandPoissonqueueing,
we find (seeTableIV) thaterrorfactorsincreaseaspropagation
delaydecreases.A possibleexplanationfor this is the follow-
ing. We observe an increasein utilization as the propagation
delayis decreased,theutilization beingcloseto 100%on some
links whenpropagationdelayis 1ms.Sincerecovery afterTCP
losseswill becorrespondinglyquick,any sparecapacitywill be
rapidly exploited,andcongestionmaybelong lived,leadingto
temporalcorrelationsbetweenprobelosses.Whereasthiswould
notaltertheasymptoticaccuracy of theMLE, it wouldslow the
rateof convergenceasthenumberof probesis increased,lead-
ing to high estimatorvariance.This hypothesisis supportedby
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TableIV: at 1msfeedbackdelay, mostof the error is between
theinferredandprobeloss.1msis far shorterthantheminimum
link propagationdelayson theInternet,sowedonotexpectthis
phenomenonto occurin practice.We stress,however, thatit re-
mainsto obtainafull understandingof theeffectonaccuracy of
theinteractionsbetweeninterprobetime,propagationdelayand
variablessuchaspacketdiscardmethodandprobetype.

Wesummarizeall ourexperimentshithertoin Figure7, where
we show a scatterplot of pairsof (inferredloss,probeloss)on
the left, and pairs of (inferred loss, backgroundloss) on the
right. Thus eachpoint correspondsto a single link on a sin-
gle simulationrun. Also includedhereare points for experi-
mentsconductedwith thecombinationsof traffic types,discard
method,probedistribution and topology describedabove, but
with a more variableflow duration. The flow durationswere
obtainedby choosingrandombeginningandendtimesfor each
flow in a givensimulation,ratherthanhaving theflows present
for the wholesimulation. In theseexamples,inferredlossis a
betterpredictorof backgroundloss when the latter is at least
1%: for this subsetof datapointsthemeanerror factor is 1.20
comparedwith 1.28for thecompleteset.

VI I . CONCLUSIONS

In thispaperwehaveanalyzedtheefficacy of multicast-based
inferencein estimatinglossprobabilitiesin theinterior of a net-
work from end-to-endmeasurements.Theprincipal tool wasa
Maximum Likelihood Estimatorof the link loss probabilities.
Probesaremulticastfrom a source;the datafor the MLE is a
recordof which probeswerereceived at eachleaf of themulti-
casttree.Althoughthemethodassumesthatlossesareindepen-
dent,wehaveshown in somecasesthatit is relatively insensitive
to thepresenceof spatiallosscorrelations;temporalcorrelations
increaseits variance,sothata longermeasurementperiodis re-
quired;see[2].

We evaluatedthemethodby conductingns simulationsthat
usedtopologiesandtraffic flowswith quitearich structure,with
several hopsper flow andflows per link. We compareinferred
and actual lossprobabilitieson the links of the logical multi-
casttree.Theexperimentsshowedthatthelossprobabilitiesfor
probepacketswereinferredextremelycloselyby theMLE.

The probetraffic wastypically only 1% to 2% of the traffic
on eachlink. We investigatedhow closelylossratesfor back-
groundtraffic wereinferred. We examinedtheeffect of chang-
ing traffic mix, topology, packetdiscardmethodandprobetype.
We found small differencesbetweenthese,comparedwith the
inherentvariability of theestimates.Varyingthenetworkfeed-
back delay also affectedthe accuracy of inference. For very
shortpropagationdelayswe believe that the aggressive behav-
ior of TCP slow start is a factor in decreasingaccuracy. We
intendto investigatethisphenomenonmorefully.

Overarangeof experimentsoursummarystatisticsshow that
therelativeerrorof theinferredandactuallosseshada distribu-
tion whosecenterwasnogreaterthanabout1.5andwhose90ý0þ
percentilewasnoworsethanafactorof about2.2. If oneis lim-
ited to usinginferredprobelossto estimatebackgroundtraffic
loss,this would meanthatonly in 1% of theworstcaseswould
a single inferencefail to distinguishbetweentwo background
lossratethat separatedby a factorof 5. We believe that this is

sufficiently accurateto identify themostcongestedlinks.
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