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Abstract

We presentMBone experimentsthat validate an
end-to-endmeasurementechniquewe call MINC,
for Multicast Inferenceof Network Characteristics.
MINC exploits the performancecorrelationexperi-
encedby multicastreceversto infer lossratesand
otherattributesof internallinks in a multicasttree.
MINC hastwo importantadwvantagesn the Internet
contt: it doesnot rely on network collaboration
andit scalesto very large measurementsin previ-
ouswork, we laid the foundationfor MINC using
rigorousstatisticalanalysisand packet-leel simula-
tion. Here, we further validate MINC by compar
ing the lossrateson internal MBone tunnelsasin-
ferred using our techniqueand as measuredising
thent r ace tool. Inferredvaluesclosely matched
directly measuredialues— differencesvereusually
well below 1%, never abore 3%, while lossratesvar-
ied betweerD and35%.

1 Introduction

As theInternetgrows in sizeanddiversity; its inter-
nal performancebecomesharderto measure. Any
oneorganizationhasadministratve accesgo only a
smallfractionof the network’sinternalnodeswhile
commerciafactorsoftenpreventorganizationgrom
sharinginternalperformancealata. End-to-endmea-

*This work was sponsoredin part by DARPA and the
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surementsisingunicasttraffic donotrely onadmin-
istrative privileges, but it is difficult to infer link-
level performancdrom themandthey requirelarge
amountsof traffic to cover multiple paths. Thereis
aneedfor practicalandefficient procedureshatcan
takean internal snapshobf a significantportion of
thenetwork.

We have developeda measuremertechniquehat
addressesheseproblems. Multicast Inference of
Network Characteristics (MINC) [13] usesend-to-
end multicasttraffic as measuremenprobes. It ex-
ploits the inherentcorrelationin performanceob-
senedby multicastreceversto infer thelossrateand
otherattributesof pathsbetweerbranchpointsin a
multicastrouting tree. Thesemeasurementdo not
rely on administratve accesgo internalnodessince
they aredonebetweenendhosts. In addition, they
scaleto large networksbecausef the bandwidthef-
ficiengy of multicasttraffic.

The intuition behindpacketlossinferenceis that
the eventthat a packethasreacheda giveninternal
nodein thetreecanbeinferredfrom thepackets ar
rival at one or morerecevers descendedrom that
node. Conditioningon this event,we candetermine
the probability of successfutransmissiorio andbe-
yondthegivennode.Considerfor example asimple
multicasttreewith arootnode(the source)two leaf
nodes(the left andright recevers),a link from the
sourceto a branchpoint (the sharedink), andalink
from the branchpoint to eachof the recevers (the
left andright links). The sourcesendsa streanof se-
guencednulticastpacketthroughthetreeto thetwo



recevers. If apacketreacheitherrecever, we can
infer thatthe packetreachedhe branchpoint. Thus
the ratio of the numberof packetsthat reachboth
receversto the numberthat reachedonly the right
recever givesan estimateof the probability of suc-
cessfultransmissioron theleft link. The probability
of successfutransmissioron the otherlinks canbe
foundby similar reasoning.

It is notimmediatelyclearwhetherthis technique
appliesto more than just binary treesor whether
it enjoysdesirablestatistical properties. In previ-
ouswork [2], we extendecthis techniqueto general
treesandshavedthatthe estimatds consistentthat
is, it corvergesto the true lossratesasthe number
of probesgrows. More specifically we developed
a Maximum Likelihood Estimator (MLE) for inter-
nallossratesin agenerakreeassumingndependent
lossesacrosslinks and acrossprobes. We derived
the MLE’s rate of cornvergenceand establishedts
robustnesswith respectto certainviolations of the
independencassumption.We also validatedthese
analyticalresultsusing the ns simulator[17]. We
give a brief accounbf theseresultsin Section2.2.

In morerecentwork [3], we exploredtheaccuray
of our packetlossestimationundera variety of net-
work conditions. Again usingns simulations,we
evaluatedthe error betweeninferredandactualloss
ratesaswe variedthe networktopology, propagation
delay packetdrop policy, backgroundtraffic mix,
and probetraffic type. We foundthat, in all cases,
MINC accuratelyinferredthe perlink lossratesof
multicastprobetraffic.

In this paper we further validate MINC through
experimentaunderrealnetworkconditions.We used
a collection of end hostsconnectedo the MBone,
themulticast-capableubsebf theInternet[10]. We
choseonehostasthe sourceof multicastprobesand
usedtherestasrecevers.We thenmadetwo typesof
measurementsmultaneouslyend-to-endossmea-
surementdetweerthe sourceandeachrecever, and
direct loss measurementat every internal node of
the multicasttree. Finally, we ran our inferenceal-
gorithm on the resultsof the end-to-endmeasure-
ments,and comparedthe inferred loss ratesto the
directly measuredossrates. Acrossall our exper
iments, the inferred valuesclosely matchedthe di-
rectly measuredalues.Thedifferencedbetweerthe

two were usuallywell belov 1%, never above 3%,
while lossratesvariedbetweerD and35%. Further
more,theinferencealgorithmcorvergedwell within
2-minute,1200-probaneasuremerintervals.
Therestof this paperis organizedasfollows: Sec-
tion 2 describe®urexperimentamethodology Sec-
tion 3 presentour experimentalresults; Section4
discusse®ur ongoingwork; Section5 suneys re-
latedwork; andSection6 offerssomeconclusions.

2 Experimental Methodology

During eachof our MBone experiments,we had a

sourcesenda streamof sequencegacketgo a col-

lection of recevers while we madetwo types of

measuremenat eachrecever. At the source,we

usedour ngen traffic generationtool to sendone
40-bytepacketevery 100 millisecondsto a specific
multicastgroup. The resultingtraffic streamplaced
lessthan 4 Kbps of load on ary one MBone link.

Wereseredmulticastaddres224.2.130.64ndport
22778for our experimentsusing the sdr session
directory tool [22]. At eachrecever, we ran the
nt race [15] andnbat [12] toolsto gatherstatis-
tics abouttraffic on this multicastgroup. Below we

describeour useof nt r ace andnbat in morede-
tail.

2.1 Direct measurements

nt race tracesthe reverse path from a multicast
sourceto a recever. It runsat the recever andis-
suedracequerieghattravel hop-by-hopup themul-
ticast tree towardsthe source. Eachrouter along
the pathrespondgo thesequerieswith information
abouttraffic onthe specifiednulticastgroupasseen
by thatrouter includingcountsof incomingandout-
going packets.nt r ace calculategpacketiosseson
a link by comparingthe packetcountsreturnedby
thetwo routersat eitherendof thelink.

In eachof our experimentswe collectednt r ace
statisticsfor consecutre two-minuteintervals over
thecourseof onehour. We rana separaténstanceof
nt r ace for eachinterval. Eachnt r ace runissued
atracequeryatthe baginning of theinterval andan-
otherqueryatthe end. We thusmeasuredink-level
lossratesfor all thirty intervalsin onehourasshown



Physical location Abbreviation
AT&T Labs— Researchi-lorhamPark, New Jersg AT&T
Carngie Mellon University, Pittskurgh, Pennsylania CMU
Geogia Instituteof TechnologyAtlanta, Geogia GaTech
Universityof California,Berkelsy, California ucCB
Universityof Kentucly, Lexington,Kentucky UKy
Universityof Massachusett®ymherst,Massachusetts UMass
Universityof SoutherrCalifornia,Los Angeles California uscC
Universityof WashingtonSeattle Washington UWash

Tablel: Endhostsusedduringour MBone experiments.

Physical location

Abbreviation

Atlanta,Geogia

CambridgeMassachusett
SanFranciscoCalifornia
WestOrangeNew Jersg

GA
MA
CA
NJ

1°2}

Table2: Routersat multicastbranchpointsduringour representatie MBone experiment.

in Figures2 — 4. Theseintervalsarenot exactly two

minuteslong dueto delaysincurredin collectingre-

sponsedo the queries.We recordedimestampgor

theactualbeginningandendof eachnt r ace runto

help synchronizeour inferencecalculationgo these
directmeasurements.

We choseto measurdwo-minuteintervals based
on our previous experiencewith MINC. Our simu-
lations have shawvn that the statisticalinferenceal-
gorithmat the heartof MINC corvergesto true loss
ratesafterroughly 1,0000bsenations[2]. Giventhe
100 millisecondsbetweerprobesin our MBone ex-
periments,two minutesallow for 1,200 probesbe-
tweenmeasurementsAs shown in Figure 5, 1,200
probeswereindeedenoughfor MINC to corverge.

It isimportantto notethatnt r ace doesnotscale
to measurementsf large multicastgroupsif usedin
parallelfrom all receversaswe describehere. Par
allel nt r ace queriescometogetherasthey travel
up the tree. Enoughsuch querieswill overload
routersandlinks with measuremerttaffic. We used
nt r ace in this way only to validateMINC onrel-
atively smallmulticastgroupsbeforewe move onto
useMINC aloneonlargergroups.

2.2 Statistical inference

MINC works on logical multicasttrees. A logical

treeis onewhereall nodes,exceptthe root andthe
leaves,have atleasttwo children.A physicaltreecan
becorvertedinto alogical treeby deletingall nodes,
otherthantheroot, thathave only onechild andthen
collapsingthe links accordingly A link in alogical

treemaythusrepreseninultiple physicallinks. This

corversionis necessarypecausénferencebasedon

correlationamongrecevers cannotdistinguishbe-
tweentwo physicallinks unlesstheselinks lead to

two differentrecevers. Henceforthwhenwe speak
of treeswe will bespeakingof logicaltrees.

221 Inferencealgorithm

Our modelfor losson a multicasttreeassumeshat
packetlossis independenacrossdifferentlinks of

thetree,andindependenbetweendifferentprobes.
With theseassumptionsthe lossmodelis specified
by associatinga probability o with eachnode &

in the tree. «y is the probability that a packetis
transmittedsuccessfullyacrossthe link terminating
atnodefk, giventhatit reacheshe parentnodep(k)

of k.
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Figurel: Multicastroutingtreeduringour representatie MBone experiment.

Whena probeis transmittedfrom the source we
canrecordthe outcomeas the setof recevers the
probereachedThelossinferencealgorithmis based
on probabilisticanalysighatallowsusto expresghe
ay. directly in termsof the expected frequencieof
suchoutcomes.More precisely for eachnodek let
~r denotetheprobability of the outcomethata given
packetreachest leastonerecever thathask asan
ancestotin thetree. Let A; denotethe probability
that a given packetreacheghe nodek, i.e., Ay =
QRO O, .. .05 Whereky, ko, ..., ky, isthechain
of m adjacenthodesleadingback from node & to
the root of the tree. Thenit canbe shavn that A,
satisfies

(1=w/Ax) = I (1—ni/A%)

j€c(k)

(1)

wherethe productis takenover all nodes;j in ¢(k),
thesetof childrenof thenodek. It wasshovnin [2]
that undergenericconditionsthe A; canbe recor-
ereduniquelythrough(1) if they areknown. Theay,
canin turnberecoreredsincea; = Ak/Ap(k). Gen-
erally, finding A, requiresnumericakoot-findingfor
(2). In thespeciakaseof anodek with two offspring
j andy’, (1) canbesolvedexplicitly:

Ay = iy

= (2
i+ = Yk

Supposehatin placeof the~; in (1), we usethe
actual frequenciesy; with which n probesreachat
leastone recever with ancestork. We denotethe
correspondingsolutionsto (1) by A, and estimate
thelink probabilitiesby 6, = Ay /A, ). Thecalcu-
lation of the#;, isachievedthoughasimplerecursion
asfollows. Definenew variablesy} (¢) asfunctionof
themeasuredutcomeof n probesy

. _ ) 1 if probei reachesiodek
Yi(i) = { 0 otherwise (3)
if £ isaleafnode,and
Y. (1) = Y. 4
k(1) Jnax 3 (2) (4)
otherwise.Then
~ 1 & )
Tk = o ZYk(l) (5)
=1

We shavedin [2] thattheestimatora, enjoystwo
useful properties: (i) consistency: & corvergesto
the true value «;, almostsurely as the numberof
probesn grows to infinity, and (ii) asymptotic nor-
mality: the distribution of the normalizeddifference
vn(a — o) corvergesto a normaldistribution as
n grows to infinity. We alsoinvestigatedn [2] the
effects of correlationsthat violate the independent
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Figure2: Lossrateson link to GA whenrunningmnt r ace from AT&T. The two setsof lossratesagreed
closelyover a wide rangeof values. Differencegemainedbelon 1.5% while lossratesvariedbetweerd

and30%.

lossassumptionsConsistenyg is presered undera
large classof temporalcorrelations,althoughcon-
vergenceof theestimatewith n canbeslower. Spa-
tial correlationgerturbthe estimatecontinuouslyin
thatsmall correlationdeadto smallinconsistencies.
Whenlosseson sibling links are correlatedhe per
turbationis a second-ordeeffect, in thatthe degree
of inconsisteng dependshot on the size of the cor-
relations, but on the degreeto which they change
acrosghetree.

Our earlierpaperson MINC [2, 3] containa de-
taileddescriptiorandanalysisof theabove inference
algorithm,including rulesto handlespecialcasef
thedatain whichthe genericconditionsrequiredfor
the existenceof solutionsto (1) fail. In the interests
of brevity, we omit thesedetailsfrom this paper

2.2.2 Inference calculations

We encodedour loss inferencealgorithmin a pro-
gramcalledi nf er. i nf er takestwo inputs: ade-
scriptionof thetreetopologyanda descriptiorof the
end-to-endossesexperiencedby eachrecever. It
producesasoutputthe estimatedossrateson every
link in thetree.

We determinedhetreetopologyby combiningthe
nt r ace outputfrom all the recevers. Along with
packetcounts,nt r ace reportsthe domain name

5

andIP addresof eachrouteron the pathfrom the
sourceto a receiver. We built a completemulti-
casttreeby looking for commonroutersandbranch
pointsonthe pathsto all therecevers.Thetopology
of theMBoneis relatively staticdueto thatnetwork’s
currentrelianceon manuallyconfigurediP-over-IP
tunnels. Thesetunnelsarethemseleslogical links
that may eachcontainmultiple physicallinks. We
verified that the topology remainedconstantduring
our experimentsby inspectingthe pathinformation
we obtainedevery two minutesfromnt r ace.

We measuredend-to-endossesusing the nbat
tool. nbat runsatarecever, subscribeso a spec-
ified multicastgroup,and collectsa traceof the in-
comingpacketstream,ncludingthe sequenceum-
ber andarrival time of eachpacket. We ran nbat
ateachrecever for the durationof eachexperiment.
At the conclusionof an experiment,we transferred
thenbat tracesandnt r ace outputfrom all there-
ceiversto asinglelocation.

Therewe ran the lossinferencealgorithmon the
sametwo-minute intervals on which we collected
nmt r ace measurementd-or eachrecever, we used
thetimestampgor thebeginningandendoft r ace
measurement® segmentthenbat tracesinto cor
respondingtwo-minute subtraces. Then we ran
i nf er on eachtwo-minuteinterval and compared
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ace from USC.Thesemeasurementspandifferent

two-minuteintervalsthanthosefrom AT&T (seeFig. 2) becausef clockasynchrog. Neverthelessinferred
anddirectly measuredossratesagreedclosely Differencesvere usuallybelonv 0.5%, never above 3%,

while lossratesvariedbetweer? and35%.

theinferredlossrateswith thedirectly measuredbss
rates.We discusgheresultsin the next section.

3 Experimental Results

We performeda numberof MBone experimentsus-
ing different multicast sourcesand recevers, and
thus different multicast trees. Inferred loss rates
agreedclosely with directly measuredloss rates
throughoutour experiments. Here we discussre-
sultsfrom arepresentatie experimenton August26,
1998. Tables1 and?2 list the end hostsand branch
routersinvolved in this experiment,while Figure 1
shavstheresultingmulticasttree.

Figure 2 shaws that inferred and directly mea-
suredlossratesagreedclosely despitea link expe-
riencingawide rangeof lossrates.In this caseJoss
ratesasmeasuredby nt r ace variedbetweerd and
30%. Neverthelessdifferencedbetweerinferredand
directly measuredossratesremainedelon 1.5%.

Figures2 — 4 all shaw thatinferred and directly
measuredbssratesagreedloselydespitemperfect
synchronizatiometween nf er andnt r ace inter
vals. Thetwo setsof intervalsdo not alwaysmatch
becausef variablenetworkdelays.Thetimestamps
for the beginningandendof nt r ace intervalsare
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recordedbeforea trace queryis issuedand after a

tracequeryreturnspothaccordingo theclockatthe

relevantrecever. However, thecorrespondingacket
countsarerecordedhtthetimethetracequeryarrives
at eachrouter Therefore,althoughthe i nf er in-

tenalsarederivedfrom thent r ace intervalsusing
the samerecever clock, the inferenceis not always
appliedto exactly the samel,200probe packetsas
the direct loss measurement.Neverthelessdiffer-

encesbetweeninferred and directly measuredoss
ratesacrossFigures2 — 4 were usuallywell belov

1%, never above 3%.

Along the samelines, Figures2 and 3 together
shav thatinferred anddirectly measuredossrates
agreedcloselyfor differenttwo-minuteintervals on
the samelink. We have multiple setsof nt r ace
measurementsr links sharecby multiplerecevers,
onesetfor eachrecever. In thesecasesywe canrun
i nf er on differentsetsof intervals corresponding
to the differentsetsof nt r ace intervals. nt r ace
intervals are differentfor eachrecever becauseof
clock asynchrog betweerreceversandbecausef
the variablenetworkdelaysdiscussedbore. Nev-
erthelessdifferencesbetweeninferred and directly
measuredbssratesacrosgrigures2 and3 remained
belov 3%.
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Figure4: Lossratesonlink to CA whenrunningnt r ace from USC.CA experiencednorderof magnitude
lower lossratesthanGA (seeFigs. 2 and3). Neverthelessinferredanddirectly measuredossratesagreed
closely Differencesvereusuallybelon 0.5%,never abore 2%, while lossratesvariedbetweer0 and4%.

Figure4 shownsthatinferredanddirectlymeasured  First, thereis thequestionof how end-to-endnul-

lossratesagreedloselyevenfor links with verylow

lossrates. In this case,lossratesvaried between0

and 4%, an order of magnitudelower thanthe loss
ratesin Figure2. Neverthelessdifferencedetween
inferredand directly measuredossrateswere usu-
ally below 0.5%,never abore 2%.

Finally, Figure 5 shaws that the inferencealgo-
rithm corverged quickly to the desiredloss rates.
Eachinferredlossratereportedin Figures2 — 4 is
thevaluecalculatedby i nf er attheendof thecor
responding2-minute, 1200-probemeasuremenin-
tenal. However, i nf er outputsa lossrate value
for every probe. Figure5 reportstheseintermediate
values.As shaown, inferredlossratesstabilizedwell
beforea measuremerintervalsends.Our algorithm
cornverged after fewer than 800 probesfor all links
andall measuremerihtervalsin our experiments.

4 Ongoing Work

ticast measurementare to be generatedand col-
lected.We arepursuingtwo approachefor address-
ing thisquestion.Thefirstis to addamulticastprobe
capabilityto anexisting measuremeribfrastructure.
We areworking with the NationallnternetMeasure-
mentinfrastructurgNIMI) [16] projectto doexactly
this. CurrentlyNIMI permitsusergo scheduleava-
riety of unicastend-to-endmeasurementbetween
NIMI platformsandto downloadthetracesto a site
of their choosing. We are augmentinghis capabil-
ity to permit the scheduledexecution of multicast
end-to-endneasurement®llowed by a distribution
of the traces. Oncewe have accomplishedhis, we
will alsobe ableto designand executea more ex-
tensive setof experimentsto validatethe inference
techniquesgainsit r ace.

There is one disadwantagewith the above ap-
proach,namelythatthe setof links thatcanbe cov-
eredis limited by thenumberandplacemenof NIMI
nodes.We areinvestigatinga secondapproachhat

The resultsreportedin the previous sectionsuggest hasthepotentialof addressinghatproblem.Theba-

thatit is possibleto characterizéink-levellossbased
on end-to-endnulticastmeasurementddowever, a
numberof issueseedto beresohedbeforethetech-
nology canbe deployedandmadeavailablefor gen-
eraluse.

sicideais to gatherend-to-endossinformationfor
multicastapplicationssuchasteleconferencingnd
continuougnediastreamingthatalreadyexistin the
network. This is possiblewhenthe applicationuses
the Real-Time TransportProtocol (RTP) andits as-
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during individual 2-minute, 1200-probemeasuremerintervals. The inferencealgorithm converged well
beforethe measuremerihterval endedor all links duringall measuremerihtervals.

sociatedcontrolprotocol,RTCP[21]. Currently ap-
plicationsusingtheseprotocolsrequirereceversto
multicastloss and delay information to eachothet
Currentlythe lossinformationis limited, consisting
of short-termandlong-termlossrates,andis notad-
equatefor ourinferencetechniques.

We planto evaluatedifferentwaysof augmenting
theseRTCP loss reportsto provide sufficient infor-
mationto infer link-level lossbehaior. This would
allow a measurememodearywherein the network
to monitorandrecordthe RTCP lossreportsfor var-
ious applications. This measuremenhode could
identify the topology of an application using the
third-party measurementeature of nt r ace [15],
thenapply the inferencemethodologyto obtainthe
link-level behaior. The hopeis thatthe numberof
participantdn theseapplicationswill be sufiiciently
large to allow a measuremennodeto estimatethe
loss behavior of a large portion of the links in the
network.

A secondimportant deploymentissue concerns
the needto know the topology of the multicasttree
in orderto apply our techniques. Our currentex-
perimentausethe multicasttreetopologydiscovered
from executingnt r ace. Recentwork hasshown
that algorithmsbasedon link-level loss estimators
for binary treescan be usedto infer the topology
of multicasttrees.Topologyinferenceof binaryand

8

generaltreeswas proposedn [20] and[4], respec-
tively. Although not reportedhere, the latter algo-
rithms are able to infer the treesdescribedin Sec-
tion 3 with reasonablexccuray. Any generalpur

poseinferencenfrastructurewhetheruilt ontop of

NIMI or RTCR shouldhavetheflexibility to useboth

nt r ace andthe topology inferencealgorithmsre-

portedin [20, 4].

In additionto addressingheabove deployments-
sueswe arealsoexploring new applicationareagor
MINC. One,we are investigatingextensionsto our
inferencemethodologyto estimatelink-level delay
behaior. We have developedprototypeestimators
for the delaydistribution and delay varianceon in-
ternallinks of a multicasttree basedon end-to-end
delaymeasurementdiVe will describetheseresults
in futurepapers.Two, we believe ourinferencetech-
niqueswill prove usefulin reliablemulticastapplica-
tions. Theseapplicationseedio aggrgaterecevers
to achieve scalablelossrecorery. MINC could be
usedto groupreceversthat aretopologically close
andshardossperformance.

5 Related Work

A growing numberof measuremeninfrastructure
projects (e.g., AMP [1], Felix [7], IPMA [8],



NIMI [16], Suneyor [23], andTestTraffic [24]) aim
to collectandanalyzeend-to-endoerformancelata
for a meshof unicastpathsbetweena setof partic-
ipating hosts. We believe our multicast-baseéhfer-
encetechniquesvouldbeavaluableadditionto these
measuremenplatforms. As mentionedin the pre-
vious section,we areworking to incorporateMINC
capabilitiesnto NIMI.

A lot of recentexperimentalwork hassoughtto
understandnternal network behaior from end-to-
endperformanceneasurement®.g.,see[5, 14,18,
19)). In particular pat hchar [6] is underevalua-
tion asa tool for inferring link-level statisticsfrom
end-to-endunicastmeasurementsMuch work re-
mainsto be donein thisareaandwith MINC we are
contributing a novel multicast-basedethodology

Regarding multicast-basedmeasurements,we
have alreadydescribedthe nt r ace tool [15]. In
addition,thet racer [9] and MHealth [11] tools
perform topology discovery through the use of
ntrace. However, nmt r ace suffers from perfor
manceand applicability problemsin the contet of
large-scalelnternet measurements First, as men-
tioned earlier in this paper nt r ace needsto run
oncefor eachrecever in orderto cover a complete
multicasttree. This behaior doesnot scalewell to
largenumberf recevers.In contrastMINC covers
the completetreein a singlepass.Secondjrt r ace
relieson multicastroutersto respondo explicit mea-
suremengueries. Although currentrouterssupport
thesequeries|nternetServiceProviders(ISPs)may
chooseto disablethis featuresinceit givesaryone
accesdo detaileddelay andlossinformationabout
pathsinsidetheir networks.In contrast MINC does
notrely oncooperatiorfirom ary network-internaél-
ements.

6 Conclusions

We have presentedxperimentakesultsthatvalidate
the MINC approactto inferring link-level lossrates
from end-to-endnulticastmeasurementsie com-
paredlossratesin MBonetunnelsasinferredusing
ourtechniqueandasmeasuredby nt r ace. Inferred
valuesclosely matcheddirectly measuredralues—
differencesvereusuallywell belor 1%, neverabove
3%, while lossratesvariedbetween0 and35%. In

addition,our inferencealgorithmquickly corverged
to thetruelossrates— inferredvaluesstabilizedwell
within 2-minute,1200-probaneasuremerintervals.

We feelthatMINC is animportantnen methodol-
ogy for network measuremengarticularly Internet
measurementlt doesnot rely on networkcoopera-
tion andit scalesto very large networks. MINC is
firmly groundedn statisticalanalysisthatis backed
up by packet-leel simulationsandnow experiments
underreal networkconditions.We arecontinuingto
extendMINC alongbothanalyticalandexperimental
fronts.
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