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Abstract

We presenta novel methodologyfor identifying in-
ternalnetwork performancecharacteristicbasedon
end-to-endnulticastmeasurementsThe methodol-
ogy; solidly groundedon statisticalestimationthe-
ory, canbeusedto characterizeheinternallossand
delaybehaior of a network. Measurementsn the
MBone have beenusedto validatethe approachin
the caseof losses Extensve simulationexperiments
provide further validation of the approachnot only
for losses,but also for delays. We also describe
our stratgy for deplg/ing the methodologyon the
Internet. This includesthe continueddevelopment
of the National InternetMeasuremeninfrastructure
(NIMI) to supportRTP-basedend-to-endmulticast
measurementndthedevelopmenbf softwaretools
for analyzingthe traces. Oncecomplete,this com-
bined software/hardware infrastructurewill provide
a servicefor understandingndforecastingthe per
formanceof the Internet.

*This work was sponsoredin part by DARPA and the
Air ForceResearchL.aboratoryunderagreementE30602-98-2-
0238,by DARPA award#A0G205,andby theNationalScience
Foundationunder Cooperatie AgreementNo. ANI-9720674.
The Governmenthascertainrightsin this material.

1 Intr oduction

As the Internetgrows in sizeanddiversity its inter
nal performancdecomegver moredifficult to mea-
sure. Any one organizationhasadministratie ac-
cesdo only asmallfractionof thenetwork’s internal
nodeswhereaccommerciafactorsoften preventor-
ganizationdrom sharinginternal performancealata.
End-to-endmeasurementsising unicasttraffic do
not rely on administratre accessrivileges,but it is
difficult to infer link-level performancefrom them
and they require large amountsof traffic to cover
multiple paths. Thereis, consequentlya needfor
practical and efficient procedureghat can take an
internalsnapshobf a significantportion of the net-
work.

We have developeda measuremertechniquehat
addressesheseproblems. Multicast Inference of
Network Characteristics (MINC) usesend-to-end
multicastmeasurement® infer link-level lossrates
and delay statisticshy exploiting the inherentcor
relation in performanceobsered by multicastre-
ceivers. Thesemeasurementslo not rely on ad-
ministratve accesdo internalnodessincethey are
donebetweenend hosts. In addition, they scaleto
large networks becausef the bandwidthefficiency
of multicasttraffic.

Focusingon lossfor themoment theintuition be-
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Figurel: A treeconnectingasendeto two recevers.

hind paclet loss inferenceis that the event of the
arrival of a paclet to a given internal nodein the
tree canbe inferredfrom the paclet’s arrival at one
or morerecevers descendedrom that node. Con-
ditioning on this latter event, we candeterminethe
probability of successfulransmissiorio andbeyond
the given node. Consider for example(Figurel) a
simple multicasttreewith a root node (the source),
two leafnodeqrecevers Ry andR3), alink fromthe
sourceto a branchpoint (the sharedink), andalink

from the branchpoint to eachof the recevers (the
left andright links). Thesourcesendsa streamof se-
guencednulticastpacletsthroughthetreeto thetwo

recevers. If apacletreachesitherrecever, we can
infer thatthe paclet reachedhe branchpoint. Thus
theratio of the numberof pacletsthatreachbothre-
ceiversto thetotalnumberthatreacheanly theright

recever givesan estimateof the probability of suc-
cessfultransmissioron theleft link. The probability
of successfutransmissioron the otherlinks canbe
foundby similar reasoning.

This techniqueextendsto generaltrees(see [1])
andit canbe shavn thatthe resultinglossrate esti-
matescorverge to the true lossratesasthe number
of probesgrows indefinitely large. This andrelated
approacheganbe usedto estimatepath delay dis-
tributions, [7], the pathdelayvariances[4], andthe
logical multicasttopology itself [2]. We have val-
idatedthe accurag of the loss rate inferencetech-
niquesagainsimeasurementsntheMBone. Further
validationof boththelossrateandthedelaystatistics
inferencetechniquedasbeenmadethroughsimula-
tion experiments.

In this paperwe describehe MINC methodology
(Section2) andthe resultsof the network measure-
mentsand simulationexperiments(Section3). Fol-
lowing this, we describeour efforts to deplg this
methodology Thesencludethefurtherdevelopment
of the NationalInternetMeasuremeninfrastructure
(NIMI) [10Q] to supportthe requiredmulticastmea-
surementgheextensionof theRTP controlprotocol,
RTCP, to include detailedloss reports,and the de-
velopmentof the Multicast InferenceNetwork Tool
(MINT) to visualize and manipulatethe multicast-
basednferredinternalnetwork performance.

A sunwey of relatedwork is foundin Sections, and
Section6 offerssomeconclusions.

2 Statistical Methodology

MINC works on logical multicasttrees,i.e. those
whosenodesare identified as branchpoints of the
physical multicasttree. A single logical link be-
tweennodesof the logical multicasttree may com-
prisemorethanonephysicallink. MINC inferscom-
positeproperties—suchslossanddelay—ofthelogi-
callinks. Henceforthwhenwe speakof treeswe will
be speakingof logical multicasttrees.

2.1 LosslInference

We model paclet lossasindependenacrossdiffer-
entlinks of thetree,andindependenbetweerdiffer-
entprobes. With theseassumptionsthe loss model
associatewvith eachlink &k in the tree, the proba-
bility a4, thata paclet reacheghe terminatingnode
of thelink, alsodenotedby &, giventhatit reaches
the parentnodeof k. Thelink loss probability is,
then,(1 — ax). Whena multicastprobeis transmit-
ted from the source,we recordthe outcomeasthe
setof receversreachedy the probe.Thelossinfer-
encealgorithmemplgys a probabilisticanalysisthat
expresseshe oy, directly asa functionof the proba-
bilities of all possiblesuchoutcomes.We infer the
link probabilitiesby the estimatorsa, obtainedby
usinginsteadthe actualfrequencief the outcomes
arising from the dispatcha numberof probes. The
papefl] containsadetaileddescriptiorandanalysis
of theinferencealgorithm.



Theestimatorsy;, have severaldesirablestatistical
properties.It wasshawvn in [1] thatay, is the Maxi-
mumLikelihoodEstimator(MLE) of « whensuffi-
ciently mary probesareused. The MLE is defined
asthe setof link probabilitiesthat maximizesthe
probability of obtainingthe obsered outcomefre-
guenciesTheMLE propertyin turnimpliestwo fur-
therusefulpropertiesfor &, namely(i) consistency:
ay, corvergesto the true value o, almostsurely as
the numberof probesn grows to infinity, and (ii)
asymptotic normality: thedistribution of thequantity
v/n(ax, — ay) corvergesto anormaldistribution asn
grows to infinity. Thelatterpropertyimpliesthatthe
probability of anerror ofa givensizein estimatinga
link probabilitygoesto zeroexponentiallyfastin the
numberof probes.

The computationof the @y, is performedrecur
sively on the tree; the computationalcostis linear
in the numberof probesandnumberof nodesin the
tree.

2.2 Delay Distrib ution Inference

A generalizatiorof the lossinferencemethodology
allows oneto infer perlink delaydistributions. More
precisely we infer the distribution of the variable
portion of the paclet delay what remainsoncethe
link propagatiordelayandpaclet transmissioriime
are removed. Paclet link delaysare modeledas
discreterandomvariablesthat cantake one of a fi-
nite numberof values,independenbetweendiffer-
ent pacletsandlinks. The modelis specifiedby a
finite setof probabilitiesay(t) thata paclet experi-
encedelayt while traversingthelink terminatingat
nodek, with infinite delayinterpretedasloss.
Whena probeis transmittedfrom the source we
recordthe outcomeat the eachof the receversthat
the probereachedandthe time takento reacheach
recever. As with thelossinference,a probabilistic
analysisenablesus to relatethe ay(t) to the prob-
abilities of the outcomesat the recevers. We infer
the link delay probabilitiesby the estimatorsay (t)
obtainedby usinginsteadthe actualfrequenciesof
the outcomesarisingfrom the dispatcha numberof
probes. In [7], it was shavn that the correspond-
ing estimatora(-) of the link delay distributions is
stronglyconsistenandasymptoticallynormal.

2.3 Delay Variance Inference

A direct methodof delay varianceestimationhas
beenproposedn [4]. Considerthe binarytopology
of Figurel. Let Dy bethe paclet delayon the link
emanatingfrom the source,and D;, i = 1,2, the
delayonthelink terminatingat receveri. Theend-
to-enddelaysfrom the sourceto leaf nodei = 1, 2,
is expressedas X; = Dy + D;. A shortcalcula-
tion shaws that, with the assumptiorthatthe D; are
independentVar(Dy) = Cov(X;,X2). Thusthe
varianceof the delay Dy canbe estimatedrom the
measurectend-to-enddelaysfrom the sourceto the
leaves. A generalizatiorof thisapproacltanbeused
to estimatdink delayvariancesn arbitrarytrees.

2.4 TopologylInference

In the lossinferencemethodologydescribedabore,
the logical multicasttreewasassumedo be knowvn
in advance. However, extensionsof the methoden-
able inferenceof an unknavn multicast topology
from end-to-endnmeasurementdiNe describebriefly
threeapproaches.

Loss-BasedGrouping An approachto topology
inferencewas suggestedn [13], in the contet of
groupingmulticastreceversthat sharethe sameset
of network bottleneckdrom the source.Thelosses-
timator of Section2.1 estimateghe sharedossto a
pair of recevers,i.e., the compositdossrateon the
commonportion of the pathsfrom the source,irre-
spectve of the underlyingtopology Sincethis loss
rateis larger the longerthe commonpathin ques-
tion, the actualsharedossrateis maximizedwhen
thetwo receversin questionaresiblings.

A binary tree canbe reconstructedteratively us-
ing this approach. Startingwith the setof recever
nodesR, selectthe pair of nodesj, k in R thatmaxi-
mizestheestimatedsharedoss,groupthemtogether
asthe compositenode,denoted; V k, thatis iden-
tified asthe parent,and constructthe setof remain-
ing nodesR’' = (RU {j V k}) \ {j,k}. Iterateon
R’ until all nodesare paired. This algorithmis con-
sistent:the probability of correctidentificationcon-
vemgesto 1 asthe numberof probesgrows; see[2].
Severaladaptation®f this approachcanbe madeto
infer general(i.e. non-binary)trees.The simplestis



to usethebinaryalgorithmdescribedibore, andthen
to transformtheresultingbinarytreeby pruning,i.e.,
removing andjoining theendpointf eachlink with
inferredlossratelessthansomethresholde.

General Grouping Algorithms The above ap-
proachcanbeextendedoy replacingsharedosswith
ary functionon the nodesthat (i) increase®n mov-
ing further from the source; and (i) whosevalue
at a given node can be consistentlyestimatedirom
measuremengtreceversdescendettom thatnode.
Sincethe meanandvarianceof thecumulatve delay
from thesourceao agivennodehave theabove prop-
erties,multicastend-to-enddelaymeasurementsan
alsobe usedto infer the multicasttopology

Direct Maximum Lik elihood Classification In
thedirectMLE approachfor eachpossibleopology
we calculatethe maximallik elihoodof themeasured
outcomesasthelink probabilitiesay, arevaried. We
thenmaximizethis over all topologiesithe maximiz-
ing topologyis our estimate. This classifieris con-
sistent2].

Accuracy and Comparison Experimentsshav
similar accurag for all the approachedescribed
abore. However, computationatostsdiffer widely.
If implementedas an exhaustve searchthroughall
possibletrees,the costof the direct MLE classifier
grows rapidly with the numberof recevers. Group-
ing methodsavoid this sinceeachgroupingnarravs
the setof viable topologies. Amongstall methods
consideredthe binarygroupingmethodhasnearop-
timal accurag andis simplestto implement.

3 Experimental Results

In this sectionwe briefly describeour efforts to val-
idatethe MINC methodology We first describe,n
Section3.1, the resultsof a measuremenstudy in
which we collectedend-to-endosstracesfrom the
MBone andvalidatedthe resultsfrom inferencesof
lossratescollectedusingthe Internettool nt r ace.
We then describe,in Section3.2, the resultsfrom
moredetailedsimulationstudiesof bothlossandde-

lay.

3.1 MeasurementExperiments

To validateMINC underrealnetwork conditionswe

performedanumberof measuremerdxperimentson

theMBone,themulticast-capablsubsetf thelnter

net. Acrossour experimentsve variedthe multicast
sourcesndrecevers,thetime of day andthedayof

theweek.We comparednferredlossratesto directly
measuredossratesfor all links in theresultingmul-

ticasttrees.Thetwo setsof quantitiesagreecdclosely
throughout.

During eachexperiment,a sourcesenta streamof
sequencegbacletsto a collectionof recevers over
the courseof one hour. It sentone 40-byte paclet
every 100 millisecondgto a specificmulticastgroup.
Theresultingtraffic streamplacedlessthan4 Kbps
of load on ary one MBone link. At eachrecever,
we madetwo setsof measurementsn this traffic
streamusingthe nt r ace(see[8] for a description)
andnbat softwaretools.

We usednt r ace to determinghetopologyof the
multicasttree.m r ace tracesthereverse pathfrom
amulticastsourceto arecever. It runsattherecever
andissuedracequeriesthattravel hop by hopalong
the multicasttree towardsthe source. Eachrouter
alongthe pathrespondso thesequerieswith its own
IP addressWe determinedhetreetopologyby com-
bining this pathinformationfor all recevers.

We alsousednt r ace to measurgerlink paclet
losses. Routersalso respondto nt r ace queries
with a countof how mary paclets they have seen
on the specifiedmulticastgroup. ntrace calcu-
latespacletlossenalink by comparinghe paclet
countsreturnedby the two routersat either end of
thelink. Werannt r ace every two minutesto ob-
tain thirty separatdoss measurementduring each
one-hourexperiment.We alsoverifiedthatthetopol-
ogyremainedconstanduringour experimentdy in-
spectinghe pathinformationwe obtainedevery two
minutes.

It isimportantto notethatnt r ace doesnotscale
to measurementsf large multicastgroupsif usedin
parallelfrom all receversaswe describehere. Par-
allel nt r ace queriescorverge asthey travel up the
tree. Enoughsuchquerieswill overloadroutersand
links with measuremerttaffic. We usednt r ace in
this way only to validate MINC on relatively small
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Figure2: Multicastroutingtreeduringour represen-
tative MBone experiment.

multicastgroupsbeforewe move on to use MINC
aloneonlargergroups.

We usedthe nbat tool to collect tracesof end-
to-endpaclet losses.nmbat runsat a recever, sub-
scribedo aspecifiednulticastgroup,andrecordghe
sequenceumberandarrival time of eachincoming
paclet. We rannbat at eachrecever for the dura-
tion of eachhourlong experiment.

We then sggmentedthe nbat tracesinto two-
minute subtracescorrespondingo the two-minute
intenvals on which we collectednt r ace measure-
ments. Finally, we ran our lossinferencealgorithm
on eachtwo-minute internval and comparedthe in-
ferredlossrateswith thedirectlymeasuredbssrates.

Herewe highlightresultsfrom arepresentaie ex-
perimenton August 26, 1998. Figure 2 shaws the
multicastroutingtreein effectduringtheexperiment.
The sourcewas at the U. of Kentucly andthe re-

ceivers were at AT&T Labs, U. of Massachusetts,

Carngjie Mellon U., Geogia Tech, U. of Southern
California, U. of California at Berkeley, and U. of
Washington. The four branchrouterswerein Cali-
fornia, Geogia, MassachusettandNew Jerssg.

Figure3 shawvsthatinferredanddirectlymeasured

loss ratesagreedclosely despitea link experienc-
ing a wide rangeof lossratesover the courseof a

Loss rates on link to GA
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Figure 3: Inferredvs. actuallossrateson link be-
tweenUKy andGA.

In summaryour MBone experimentsshavedthat
inferred and directly measuredloss rates agreed
closelyundera variety of realnetwork conditions:

e Acrossawiderangeof lossrates(4%—30%)on
thesamdink.

e Acrosslinks with very low (< 1%) and very
high (> 30%)lossrates.

e Acrossall links in amulticasttreeregardlessof
their positionin thetree.

e Acrossdifferentmulticasttrees.

e Acrosstime of dayandday of theweek.
Furthermorejn all caseghe inferencealgorithm

corvergedto the desiredlossrateswell within each
two-minute,1,200-probeneasuremernhtenal.

3.2 Simulation Experiments

one-hourexperiment.Eachshorthorizontalsegment We have performedmore extensve validations of
in thegraphrepresent®netwo-minute,1,200-probe our inferencetechniqueghroughsimulationin two
measuremenintenal. As shawn, lossrateson the differentsettings:the simulationof the modelwith

link betweenthe U. of Kentucly and Geogia var-
ied betweem% and30%. Neverthelessdifferences
betweerinferredanddirectly measuredossratesre-
mainedbelov 1.5%.

Bernoulli lossesand simulationsof networks with
realistic traffic. In the model simulations, probe
lossanddelayobey theindependencassumptiorof
the model. We appliedthe inferencealgorithm to
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the end-to-endmeasurementand comparedhe in-
ferredandactualmodelparameter$or alarge setof
topologiesandparameteralues.We foundthatloss
rates,meandelay andvarianceestimatesorverged
to closeto theiractualvalueswith 2,000probes.The
numberof probegequiredto accurately}computehe
entire delay distributions is higher In our experi-
mentswe foundgoodagreementvith 10,000probes.

Thesecondype of experimentis basedonthens
simulator Here delay and loss are determinedby
queueinglelayandqueueoverflow atnetwork nodes
asmulticastprobescompetewith traffic generatedby
TCP/UDPtraffic sources. Multicast probe paclets
aregeneratedby the sourcewith fixed meaninterar
rival times; we usedCBR or Poissonprobes. We
simulateddifferent topologieswith different back-
ground traffic mixes comprisinginfinite FTP ses-
sions over TCP and exponential or Pareto on-off
UDP sources. We consideredboth Drop Tail and
RandonEarly Detection(RED) buffer discardmeth-
ods,[5].

We comparedheinferredlossanddelaywith ac-
tual probeloss anddelay We found rapid corver
genceof the estimatesalthoughwith small persis-
tentdifferences.We attribute this to the presencef
spatialdependencsd,e., dependencéetweenprobe
lossesand delayson differentlinks. This canarise
throughcorrelationgn the backgroundraffic dueto
correlationarising from TCP dynamics,e.g., syn-
chronizationbetweenflows asa resultof slowv-start

after paclet loss. We have shavn in [1] that small
deviationsfrom the spatialindependencassumption
leadto only smallerrorsin inference.

We alsofound that backgroundraffic introduces
temporal dependencen probe behaior, e.g., its
burstinesscancauseback-to-backprobelosses.We
have shavn thatwhile temporaldependenceande-
creasdherateof convergenceof theestimatorscon-
sisteng is unafected. In the experimentsthe in-
ferredvaluescornvergedwithin 2,000probesdespite
the presencef temporaldependence.

While thereis understandingof mechanismsy
whichtemporalandspatialdependenceanoccur as
farasweknow thereareno experimentaresultscon-
cerningits magnitude.We believe thatlarge or long
lastingdependencis unlikely in thelnternetbecause
of traffic andlink diversity Moreover, we expectloss
correlatiorto bereducedy theintroductionof RED.

We also comparedthe inferred probe loss rates
with the backgroundloss rates. The experiments
shavedtheseto be quiteclose,althoughnotasclose
asinferredandactualprobelossrates. We attribute
this to the inherentdifferencein the statisticalprop-
ertiesof probetraffic andbackgroundraffic, princi-
pally dueto TCPtraffic beingmoreburstythanprobe
traffic andto TCP adaptingits sendingratewhenit
detectdosses.

To illustratethe distribution of delayinferencere-
sults, we simulatedthe topology of the multicast
routing treeshawvn in Figure2. In orderto capture
the heterogeneitypetweenedgesand core of a net-
work, interior links have higher capacity(5Mb/sec)
andpropagatiordelay(50ms)thanthoseat the edge
(1Mb/secand10ms). Backgroundtraffic comprises
infinite FTP sessionsand exponentialon-of UDP
sourcesEachlink is modeledasa FIFO queuewith
a 4-paclet capacity Realbuffers are usually much
larger;the capacityof four is usedto reducethetime
requiredto simulatethe network. The discardpol-
icy is Drop Tail. In Figure 4, we plot the inferred
versusthe samplecomplementargumulatve distri-
bution function (discretizedn onemillisecondbins)
for oneof theleaflinks, usingabout18,000Poisson
probes. The estimateddistribution closely follows
the sampledistribution andis quite accuratefor tail
probabilitiesgreaterthan 10~2. Note that the esti-
mateddistribution is not always monotonicallyde-



creasing. This is becausenegative probabilitiesare
occasionallyestimatedn the tail dueto an insufi-
cient numberof samples. It is worth pointing out
that,giventheirregularshapeof the sampledistribu-
tion, the samelevel of accurag would not be possi-
ble usinga parametricmodel. We alsoobsered in
theseexperimentsthat the inferred distributions are
lessaccuratefor the higher capacityinterior links.
This appeardo be causedby the differencein de-
lay rangeamongdifferent links that negatively af-
fectsthosewith relatively smallerdelays.In thepres-
enceof high spatialcorrelation(upto 0.4 ~ 0.5) the
inferredtail distribution candiverge from the actual
one. However, the delay meanandvariancearein-
sensitve to thistail behaior.

4 DeploymentEfforts

We have obseredin theprevioussectionthatMINC
is a very promisingmethodologyfor providing de-

tailed internal network performancecharacteristics.

In this sectionwe describeour efforts in deplg/ing
this methodologyandmakingit availableon the In-
ternet.Our efforts arethreefold.First, we arecontin-
uing the developmentof NIMI to supportmulticast-
basedmeasuremengxperiments. This is described
in Section4.1. Secondwe have identifiedthe real-
time transporfprotocol, RTP, andits associate@don-
trol protocol, RTCR, as promising mechanismdor
generatingandcollectingend-to-endnulticastmea-
surementraces. Our efforts in developingan RTP-
basedool aredescribedn Sectior4.2. Last,Section
4.3 containsa descriptionof an analysisand visu-
alizationtool, MINT (Multicast InferenceNetwork
Tool), thatis currentlyunderdevelopment.

4.1 Deploymenton NIMI

A major difficulty with characterizingnternetdy-
namicscomesfrom the network’s immensehetero-
geneity[12]. Load patterns,congestiorevels, link
bandwidths Jossrates,protocol mixes, the patterns
of useof particular protocols—allof theseexhibit
greatvariation both at different points in the net-
work, andover time asthenetwork evolves. Accord-
ingly, to soundlycharacterizesomeaspect®f Inter
netbehaior, requiresameasuringa diversecollection

of network paths. It is not adequatdo measurebe-
tweenjust a few points, regardlessof how carefully
done.

The sameproblemarisesin assessinghe accu-
ragy of measurementechniquesuchasMINC. To
addresghis concernwe aredeplo/ing MINC mea-
suremenutilities within the National InternetMea-
surementnfrastructure(NIMI) [10]. NIMI consists
of anumberof measuremeriplatforms” deplo/edat
variouslocationsaroundthe Internet. Eachplatform
is capableof sourcingand sinking active measure-
menttraffic and recordingthe timing of the traffic
at both senderandrecever. Measurementclients”
thatwishto usetheinfrastructurenake authenticated
requestso the platformsto schedulduturemeasure-
mentactvity.

A key propertyof suchaninfrastructureis its N2
scaling:if theinfrastructureconsistof N platforms,
thenthey togethercanmeasuraenetwork traffic along
O(N?) distinct pathsthroughthe network. Conse-
quently with a fairly modestN, one canobtaina
wide cross-sectiorof the network’s diversebeha-
ior. (The NIMI infrastructurecurrently consistsof
31 sites,expectedo grow to 50 by summer2000).

Using NIMI for MINC measurementsequired
several extensiongo NIMI. Thefirst wasmodifying
thestandardNIMI pacletgeneratqrzing, to sendand
receve multicasttraffic, andthe correspondingnal-
ysis program,natalie, to incorporatethe notionthat
a single paclet might arrive at several places(and
fail to arrive at others).MINC hasalsorequiredthe
generalizatiorof NIMI control mechanismsin or-
derto allow for a singlemeasurememntun spanning
multiple sendersand recevers. A possiblefurther
stepwouldbeto usemulticastitself for bothschedul-
ing measuremen@nddisseminatingheresults.But
this changeto NIMI remainsfor future work, asit
raiseshethorry problemof devising a scalable-yet-
reliablemulticasttransporiprotocol.

Our experienceswith using NIMI to date have
been quite frustrating, not due to the infrastruc-
ture itself, but becauseof the poor quality of mul-
ticast connectiity betweenthe different platforms.
Until recently at bestonly 1/3 of the NIMI plat-
formshadmulticastconnectiity betweerthem. We
gatheranecdotallythat problemswith poorinterdo-
main multicastconnectiity have beenendemicto



theInternet.Recently connectrity hasbegunto im-

prove, andit appeardikely that over the next sev-

eralyearsit will continueto do so, asagreements

reachedon the propersetof intradomainandinter

domainrouting protocolsandthe interoperatiorbe-
tweenthem. We arealsoattemptingto addresghis

problemin two ways: (1) to grow the NIMI infras-
tructureby addingsiteswith high-quality multicast
connectvity; and(2) to investigatetheoreticalwork

oninferring network characteristicsisingcorrelated
unicast traffic, where,insteadof exploiting the per

fect correlationsinherentin multicastpaclet recep-
tion, we sendback-to-backunicastpaclets and at-

temptto exploit theconsiderablyvealer correlations
in their lossanddelaypatterns.

4.2 Integration with RTCP

We aredevelopingtoolsto applyMINC in real-time,
so that MINC could be usedby applicationsto re-
spondto changingnetwork conditionsin nev and
more sophisticatedvays. For example,a manage-
mentprogrammight adaptvely adjustits probesto
homein on aproblemrouter

Our tools transmit network information using
RTCPR the control protocol for multicasttransport
protocol RTP [14]. By sharingtheir tracesusing
RTCPR, they benefit from RTCP’s built-in scaling
mechanisms.

The approachis basedon three tools: ngen,
nf |l ect , andmmer ge (Figure5). ngen generates
a streamof data(andmay be replacedoy ary other
applicationthat multicastsdataover RTP). A copy
of nf | ect ateachrecever maintaindosstracegor
the pacletsit doesanddoesnotreceve from ngen.
It periodicallymulticaststhese(in a senseeflecting
the datastream:hence"mflect”). mrer ge collects
thetracessentby nf | ect , collatingthosefrom the
differentdatareceversandmakingthemavailableto
atool, suchasMINT, for inference.

nf |l ect andnmmrer ge aredesignedso thatthey
may be incorporateddirectly into existing and fu-
ture multicastapplications. Their joint functional-
ity is available as an extensionto the RTP com-
mon codelibrary from University College London,
calledRTPXR, (“eXtendedReporting”).An applica-
tion usingRTPXR would bein a positionto respond
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Figure5: An RTCP-basedool deploymentexample,
onthe sametopologyasshawvn in Figure 2, with in-
ferencebeingperformedat UMass.

adaptvely to informationon the topologyof its data
distribution tree.

Ongoingresearchrelatedto thesetools concerns
the scalability of tracesharing. For example,a raw
bit vector loss trace for 3,000 paclets would con-
sume375 octets,far more than the four octetsal-
locatedfor summarylossinformationin a standard
RTCPpaclet. To limit thetraceso anacceptablén-
termediatesizewe areinvestigatingthe useof com-
pressiontechniquesuchasrun lengthencoding,as
well asdistributed methodsby which all copiesof
nf | ect in asinglesessiorcanagreeonwhich por
tionsof thetraceto sharein placeof thewholetrace.

4.3 MINT: Multicast
Tool

Inference Network

MINT isintendedto facilitatemulticast-basethfer-
ence. It takes asinputs all of the tracescollected
from the end-hostsThesetracesmay or maynotin-
cludent r ace outputs.Currently MINT comprises
threecomponentsa graphicaluserinterface(GUI),
atopologydiscovery algorithm,andaninferenceen-
gine. Usersinteractwith the GUI to manipulatethe
inferencesuchaschoosingnumberof samplesyisu-
alizing the multicasttreewith lossesor shawing the
performanceavolution over specificlinks. Depend-
ing on the availability of mtraceoutput, MINT dis-
coversthe topologyby eitherparsingmtraceinputs
or inferring the multicasttree from the losstraces.
Theinferenceenginetakestopologyinformationand
losstracedo infer the network internallossandthen
providesthisto the GUI. Theusercanthenview the
resultsin one of several ways. One way is to lay
outthelogical multicasttreeanddisplaythelinks in
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Figure 6. MINT view of the logical multicasttree
with losses.

differentcolorsto distinguishdifferentaverageloss
rates(e.g., Figure6). The usercanalsofocuson a
singlelink andobsenre how thelossrateevolvesover
time for thatlink.

Our future plansfor MINT areto include support
for delayinferenceto testit thoroughlyby feedingit
with daily tracescollectedfrom NIMI, andto make
its outputavailableto the communityon the WOTrld
Wide Weh

5 RelatedWork

A growing numberof measuremeninfrastructure
projects(e.g.,AMP, Felix, IPMA, NIMI, Suneyor,
andTestTraffic [3]) aimto collectandanalyzeend-
to-endperformancealatafor a meshof unicastpaths
betweena set of participatinghosts. We believe
our multicast-basednferencetechniqueswould be
avaluableadditionto thesemeasurememlatforms.
We are continuingto work on incorporatingMINC
capabilitiesnto NIMI.

Recentexperimentalwork has soughtto under
standinternalnetwork behaior from endpointper
formancemeasurementge.g., TReno[9]). In par
ticular, pat hchar [11] is underevaluationasatool
for inferring link-level statisticfrom end-to-endini-
castmeasurementdviuch work remainsto be done
in this area; MINC contritutes a novel multicast-
basednethodology

Regarding multicast-basedmeasurements,we
have alreadydescribedhent r ace tool. Thisforms
the basis for sereral tools for performing topol-

ogy discovery (tracer [6]) and visualizing loss
on the multicastdistribution tree of an application
(MHealth[8]). However, nt r ace suffersfrom per
formanceand applicability problemsin the context
of large-scaldnternetmeasurementsirst,nt r ace
needgo runoncefor eachreceverin orderto covera
completemulticasttree,which doesnot scalewell to
largenumbersof recevers.In contrastMINC covers
thecompletetreein asinglepass.Secondpnt r ace
reliesonmulticastroutersto respondo explicit mea-
suremengueries. Although currentrouterssupport
thesequeries,providers may chooseto disablethis
featuresinceit gives arnyone accesgo detailedde-
lay andlossinformationaboutpathsinsidetheir net-
works. In contrast MINC doesnotrely on coopera-
tion from ary internalnetwork elements.

6 Conclusions

We have describeda new approachto identifying
internalnetwork characteristicéasedon the useof
end-to-endnulticastmeasurementsl his methodol-
ogy is rigorouslybasedn estimationtheory A pre-
liminary evaluationfor identifying loss ratesbased
on measurementsade over the MBone indicates
thatit is accurateandreadily ableto track dynamic
fluctuationsthat occurover time. More detailedin-
vestigationdasedon simulationfurther corroborate
this conclusion,not only for the caseof lossesbut
delaysaswell. Finally, we describedcbur currentef-
forts to deplgy this methodologyon the Internetand
make it availableto the communityatlarge.

We believe that MINC is an important nev
methodologyfor network measuremengparticularly
Internetmeasurementlt doesnot rely on network
cooperationand it should scaleto very large net-
works. MINC is firmly groundedn statisticalanal-
ysisbacled up by paclet-level simulationsandnow
experimentsunderreal network conditions. We are
continuingto extendMINC alongbothanalyticaland
experimentafronts.
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