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Abstract

Traffic, usage,and performancemeasurementare
crucialto the design,operationandcontrol of Inter-
net Protocol(IP) networks. This paperdescribesa
prototypeinfrastructurefor the measurementstor
ageandcorrelationof networkdataof differenttypes
and origins from AT&T's commerciallP network.
We focusfirst on somenovel aspect®f themeasure-
ment infrastructure then describeanalyseghat il-
lustratethe power of joining differentmeasurediata
setsfor networkplanninganddesign.

1 Intr oduction

The Internetis extremely diverse,both in termsof
thetechnologieshatform the networkandtheappli-
cationsthatuseit. It includesmary typesof com-
municationlinks, from slow dialuplinesto fastopti-
calfibers. It alsocarriesmary typesof traffic, from
electroniccommerceransactionso imagedrom far-
away spacecraftFurthermorenew technologiesand
applicationemegefrequently For example,anum-
berof wirelesssubnetwork$iave comeonlinein re-
centyears.Similarly, the World Wide Webappeared
in the mid-19905 and quickly grew to be the dom-
inantsourceof traffic. Becauseof all thesefactors,
measurementemainsthe only effective way to de-
terminehow the Internetis beingusedandhow it is
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behaing.

In early 1997 we began an effort to measure
and analyzethe usageand behaior of WorldNet,
AT&T’ s Internet Service Provider (ISP) business.
We have deployeda prototype measuremenin-
frastructurewith both passve and active compo-
nents. Passve componentsinclude custom-oilt
packetsnifferswe call PacketScopedlow-level traf-
fic statisticsgatheredat all the borderrouters,and
an otherwiseidle top-level routerthat we queryfor
routing information. Active componentsnclude a
mesh of measurementnachineslocated at major
router centers. Thesemachinesxchangemeasure-
menttraffic andcollectloss,delay andconnectvity
statisticsthroughoutthe day. We continuouslyfeed
all thesemeasuremenisato a high-performanceata
repositorywe call the WorldNet Data Warehouse.
We have usedthe databoth to drive researchstud-
iesandto helprunthenetwork.

The variety of measuremendataat our disposal,
togetherwith the ability to manipulatedata from
multiple sourcesn asinglestorageandanalysigplat-
form, enablenew andimportantcharacterizationef
mary aspect®f thelnternet.As a motivatingexam-
ple, considerthemillions of Webuserswho connect
to the Internetdaily over dialup lines. What work-
load doeseachuserplaceon the network? How is
theirtraffic treatedoy thenetwork?How muchof the
userpercevedlateng is dueto the networkandhow
muchis dueto thesener? Any oneform of measure-
mentis insufficient to answerthesequestionghor-
oughly.

Let's startwith the problemof characterizingVeb



accessedy dialup users. We have gatheredraces
of all traffic flowing betweera large dialup modem
pool inside WorldNet and the rest of the Internet.
However, dialup usersaretypically assigned dif-

ferentIP addreseachtime they call in. Although
our traffic tracescontainvery detailedinformation,
including IP addressesnd timing information for

eachpacketthey arenot enoughto determinewhen
a dialup sessiorbegins andends. We alsomaintain
a separatdog of all the calls madeinto the World-

Net dial platform. This log includesthe begin and
endtimes of eachdialup sessiomalongwith the IP

addressassignedo thatsession.By correlatingthis

informationin thecall log with our packetraceswe

canisolatethe traffic streamsfor individual dialup
session@andthusproceedo answerthe questionof

how atypicaldialupuseraccessethe Weh

Next, let'sturnto theproblemof determininghow
Web traffic to and from dialup usersis shapedby
the network. We have deployedPacketScopegext
to a dialup modempool in WorldNet and next to a
bank of Web senersthat form part of EasyWorld

Wide Web (EW3), AT&T’ s Web hosting business.

By gatheringsimultaneousracesof thetraffic flow-
ing throughthesetwo points,we candeterminefor
example,which packetshave beenlost in between.
However, thereis no guaranteghatthe usersrepre-
sentedin the client-sidetraceswill accesshe Web
pagesepresenteih the senersidetraces. We can
arrangeo capturdraffic atbothendsby dialingupto
themodempool andaccessinghe Web senersour-
seles, at the sametime measuringperformanceas
seenby our own Web clients. We canalsomakeuse
of the accesdogs routinely maintainedby the EW3
Web seners. By joining all theseactive andpassve
measurementsye canobtaina completepictureof a
Webtransfer includingthe requesby a Webclient,
the progressof the relatedWeb traffic throughthe
network, andthe handlingof the requestby a Web
sener. This analysisaddressethe questionn net-
work andsener performancegosedearliet

measuresve've takento presere privag. In Sec-
tion 3wedescribdwo measuremergystemsn more
detail: the AT&T Labs PacketScopeand an active
measuremengystemcurrently deployedby AT&T.
In Section4 we describesomesampleanalyseghat
we've carriedoutonthemeasuremerdata.

2 DataWarehouseand its Sources

2.1 Networking Infrastructur e

AT&T’ s IP servicesin the United Statesare sup-
portedby thefollowing broadnetworkinginfrastruc-
ture. ThelP backbonecomprisesa numberof major
hubsitesdistributedin thecontinentalUS, connected
by a meshof high-speedconnections.In this paper
we considercustomeraccesgo the networkby one
of two means:dedicatedor dial access.Dedicated
accesss via accesgoutersat one or more of the
major hub sites;this is the usualmodeof accesdgor
businesscustomers Dial usersgain accesver the
publicswitchedtelephonenetworkto modemgroups
distributedacrosgheUS; thismodeof accesss used
mainly by domesticcustomers.The dial serviceis
supportedy multiple datacentersontainingseners
handlingcustomeregistrationandbilling functions,
while othersenersprovide standardervicesuchas
emailandnetnevs. Therearealsosenerssupporting
Web hostingfor bothdial anddedicatedisers.Con-
nectvity to otherseggmentsof thelnternetis achieved
throughgatevaysat major hub nodes. Thesegate-
waysconnecto privatepeersandto publicintercon-
nectionpoints.

2.2 Data Sources

TheWorldNetDataWarehouseurrentlymaintainsa

largenumberof differentdatasets.In thissectiornwe

summarizéhosemeasuredatasetsthatareupdated
regularly; the origins of thesedatain the AT&T IP

networkarerepresenteth Figurel.

Therestof this article is organizedasfollows. In PacketHeaders: Theseare collectedby threeAT&T

Section2 we describebriefly AT&T’ s IP infrastruc-
turein theUnited Statesthetypesandprovenancef
measurementllectedromit, therepositorywhere
themeasuremerdatais storedandanalyzedandthe

2

PacketScopesnstalled at representatie locations:
onaT3link betweenNorldNetandoneof its peers;
on aFDDI ring carryingtraffic to andfrom a group
of roughly 450 modemssharedby approximately



18,000dialup customersand, on a FDDI ring car
rying traffic to and from a commercial\Web host-
ing service.EachPacketScopeanproduceapproxi-
mately90 GB of dataperweekly sample.The Pack-
etScopearchitectureis describedn more detail in
Section3.1.

Flow Statistics: Cisco NetFlow [3] is enabledin In-
ternetGatavay Routerg1GRs). Theseroutersexport
perflow summariesncluding: starttime; flow dura-
tion; byteandpacketount;sourceanddestinatioriP
addressegqortnumbersaandautonomousystems.

RoutingTables: BGP routing tablesand forwarding
tablesfor key backboneandaccessouters.An oth-
erwiseidle router peerswith a gatevay routet and
collectsrouting updateswvhich arethenexportedto
thewarehouse.

RouterStatistics: Obtainedby SNMP polling. They
include: link/router utilization, fault eventsfor all
routing elementsof backbone accessand gatevay
routers.

RouterConfiguation: Includesnformationontopol-
ogy, security accesdists, BGP/OSPFouting met-
rics, etc.

Ragistration Recods: Authentication, authorization
andaccounting AAA) systemssupplycustomerac-
countrecords,including, e.g.,customers’choiceof
pricing plananddateof registration.

Call Recod Journal: Persessionsummariesof di-
alup customersessions,including modem dialed,
sessiorstartand endtimes, total bytesand packets
in eachdirection,andconnecspeed.

WebServerLogs: Collectedat AT&T’ s Web hosting
service. Fieldsinclude: IP addressor nameof the
remoteclient; dateandtime of therequestfirstline
of therequesincludingtheHTTP methodandURL,;
HTTP responsestatuscode;numberof bytesin the
responsethereferrerfield.

Email ServerLogs: SMTP and POP3 transaction
summaries.

ActiveMeasuements:The Worldnetin-Procesdviet-
ric (WIPM) systenconductsactive measurementsf
packetloss,delayandthroughputbetweereachpair
of major routing hubs,as describedurtherin Sec-
tion 3.2.

2.3 Data Warehouse

The WorldNet DataWarehousas a prototypehigh-
performancerepositoryfor the storageand analy-
sis of measurementand operationaldatafrom the
AT&T IP network describedabore. It provides
extensive facilities for mining, correlating,analyz-
ing, andarchiing this information. Many research
projectshave grown up aroundthe warehouseboth
in the constructiorof experimentaimeasuremerih-
frastructureand in the analysisof measureddata.
Researctrollaborationshave spanned usergroup
comprising membersof the research,engineering
andmanagementommunitieswithin AT&T. These
have led to the constructionof prototypedecision-
supportsystemdor the engineeringmarketing,and
stratgic planningof AT&T’ sInternetservices.

The warehousés organizedaroundtwo comput-
ing platforms. First, a general-usesener employs
Oracleto storepre-compute@ggr@ateanddesensi-
tized detail information. Second,a large datastor
agesener containdetailedmeasurementsheseare
storedin eitherraw form or usingAT&T’ s Daytona
databas¢9] describedelown. This secondplatform
comprise@ SunEnterprise6000senerwith twenty-
two 333 MHz processors13 GB of main memory
1.8TB of disk storageanda 14-TB attachedapeli-
brary

The two-platformarchitecturehasseseral advan-
tages. Datastoredon the Oracle-baseglatform is
availableto alargenumberof AT&T userssinceOr-
acleclientsoftwareis widely usedwithin AT&T. As
anothetbenefit,Oraclehasawide variety of its own
and third-party sophisticatedsUI applications,in-
cludingvariousdatawarehousaggr@ationengines.

The Daytonadatamanagemensystem[9] offers
several definitive advantagesecommendingts use
in the datastoragesener. The primary advantage
is speed. Daytonatranslatests Cymbal high-level
guery languagecompletelyinto C, which is then
compiled into a native machineexecutable; most
othersystemsnterprettheir SQL. TheCymbalquery
languageis a very powerful and expressve 4GL
that synthesizes proceduralanguagewith several
declaratve languagesncluding SQL. Its ability to
expresscomplex queries, togetherwith its paral-
lelism, enableits effective use of the datastorage
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Figurel: MeasuremeninfrastructureandWarehouséataSources

sener’s considerablaesources. In contrastto the
sener processeactingasoperatingsystemsisedby
otherdatamanagemertystemsDaytonausesunix
asits sener, thussaving on codeandcompleity.
Daytona reducesdisk usageas comparedwith
other data managemensystemsthrough a combi-

nation of partitioning and compressiortechniques.

This is a great advantagefor the WorldNet Data
Warehousesincethe amountof datato be storedis

truly enormous.By compressingachrecordindi-

vidually, compressedablesremainfully indexable
with decompressiohappeningyuickly only for the
recordsof interest. If the compressiorfeaturesare
not used,then Daytonastoresits datain flat ASCII

file format. Usershave the optionto work with these
directly using,e.g.,awk or Per | .

2.4 Privacy Measures

Privagy is animportantconcerrary time networkus-
agedatais collected. We have takenexplicit mea-
suresto safeguard user privagy in every aspectof
thework describedn this article. For example,our
PacketScopegncryptIP addressesas soonas they
read packetsfrom the network, before they write

tracesto stablestorage.This procedureanorymizes
the tracesand helpspreventstheir misuse.We also
discardthe userdata portion of thesepacketsand
work only with protocolheadeiinformation.

To further protectprivagy, we have implemented
numeroussecurity proceduredo prevent unautho-
rized accesgo our measuremerdata. For instance,
our PacketScopesallow only authenticatedind en-
cryptedaccesshroughprivatelinesinsidethe AT&T
firewall, not throughthe externalInternet. In addi-
tion, the Warehousés composeaf speciallyadmin-
isteredmachinesnsidethe AT&T firewall. Accesgo
raw measuremerdatais thusrestrictedwhile desen-
sitizeddatais madeavailableon a separatenachine.

Finally, throughoutour work we reportonly ag-
gregatestatisticghatdonotidentify individualusers.
The primary purposeof the datais to supportnet-
work engineeringandto betterunderstandhe evolu-
tion of variousprotocolsandapplications.Through
all the above privagy measuresve ensureconfor
mancewith the AT&T Online Privagy Policy de-
scribedin htt p: / / ww. att . coni pri vacy.



3 Instrumentation

3.1 PacketScope

The AT&T LabsPacketScopés a high-performance

systemfor the collection of IP packetheaders.lIts
principal componentsirea Compagb00 MHz Unix
workstationfor packetcapturea 10GB stripeddisk
array anda 140GBtaperobot. Eachhasdedicated
T1 accesso the DataWarehous¢hatcanbeusedto,
e.g., remotelycontrol datacollection, retrieve data
andinstall software.

Themaindesigncriteriafor the PacketScop&vere
asfollows. Passivity: the monitorscannotdisturb
the monitored network. Security: control of the
PacketScopess authenticatedand encrypted,with
no controlpossiblethroughtheinterfaceto themon-
itored network. \ersatility: Packetheadercaptureis
performedoy theUnix workstationsisingamodified
versionof thet cpdunp tool [10]. This platformen-

addressn a subnetassociatedvith the routerinter-

faceto which the workstationattaches.Forwarding
is accomplishedby settinga staticARP entryin the
routerthat associateshe MAC addresf the mon-
itor’sinterfacewith this IP addresst cpdunp cap-
turespacketdn promiscuousnodeon thisinterface.

PacketCapture In theworkstationthe pathfrom

the device driver to the packetffilter utility hasbeen
enhancedto provide good packet-captureperfor

manceunder heary receve load; overload beha-

ior is graceful.t cpdunp savesthe capturedoacket
headerdo disk. Optionally, theseheadersare then
copiedto tape.By acombinationof bufferingto disk
and exchangingtape cartridgeswe have takencon-
tinuousheadeitracesover a periodof over 2 weeks.
This ability to capturdong, uninterruptedracessets
our approachapartfrom otherse.g.,[1].

abledrapid development,including customizations Multimedia Traffic Monitoring We have de-
for securityand high-level protocol headertracing. ployedin the PacketScopea new tool for monitor
Perunit hardwarecostwasnotamajorissuefor our - jng Internetmultimediatraffic. Thermdunp tool[2]
limited deploymentin distinctionwith theapproach parsestraffic from H.323, RTSP SIP and similar
of [1]. We now explain the detailed PacketScope myltimediasession-controprotocolsto setup and

configurationseeFigure2.

PassivelLink Access At the workstation,the de-
vice driver for the monitorednetworkinterfacewas
modifiedto allow readsbut not writes. In addition,
no IP addresss assignedo the monitoredinterface.
To monitor a multi-accesshannel,suchasa FDDI

ring, attachinga stationto the channelin the usual
manneris all thatis required. To monitor eachdi-

rectionof a point-to-pointT3 link, acopyof theline

signalis extractedfrom the monitor jack of a DSX-

3 panelthroughwhich the link passesn a Central
Office. Thesignalis passedhroughanisolatingam-
plifier andthenceon a dedicatedmonitoring T3 to

thePacketScope.

T3 Monitoring At the PacketScopethe monitor
ing T3 is terminatedat a Cisco 7505 routet which
forwardsall packetgo the monitorfor capture.For
securitypurposed is desirablenotto have anIP path
from therouterto the monitor. Insteadtherouteris
configuredwith astaticdefaultrouteto afictitious 1P

teardown packetfilters asneededo capturemulti-
mediasessionsDynamicpackeffiltersarenecessary
becauseheseprotocolsdynamicallynegotiate TCP
and UDP port numbersto carry the mediacontent.
Thus, we cannotrely on well known port numbers
aswe have for moretraditionaltraffic types.We are
usingmmdunp to track the emegenceof streaming
media,voice over IP, andothermultimediaapplica-
tionsin thelnternet.We arealsoevaluatingtheirim-
pacton the network, for example,we would like to
determinewhat forms of congestiorcontrol, if ary,
thesenew traffic typesuse.

HTTP Protocol Tracing A significantportion of
packetsobsered are due to Web traffic. In addi-
tion to understandinghe packet-l@el characteris-
tics of suchtraffic, it is usefulto characterizene-
havior atlarger scalessuchasentireHTTP transac-
tions. We have deployedin our PacketScopebl t
[5], atool for extractingHTTP-level tracesrom raw
packettraces. A single HTTP transactionmay be
containedin the payloadof several IP packets;the
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challengés to demultiplex IP packetsnto TCP con-
nectionsandtheninto individual HT TP transactions.
By processing cpdunp tracesonline,we construct
a full log of HTTP requestand responseheaders
and relevant timestampinformation. Offline post-
processingnatchedHTTP requestand responsen-
formationwhereapplicable.

3.2 Active Measurements

The Worldnet In-ProcessMetric (WIPM) system
provides an infrastructurefor measuringedge-to-
edgeperformanceof the IP backboneusinga suite
of active measurementsThe systemcurrentlymea-
suresandreportsround-trippacketdelay round-trip
packetloss, throughput,and HTTP transferdelay
(including DNS resolutiontime) acrossthe fully-
connectedmeshof the IP backbone,aswell asto
a set of remoteaccessand external Internetsites,
in real time. While passie measurementgro-
vide views of the performanceof individual links
or nodesactive measurementgrovide complemen-
tary views of the performancef apathconsistingof

several links and nodes. This measuremendatais
usedfor traffic engineeringperformancelehigging,
networkoperationsandto measureompliancewith
performanceargets.Suchtargetsareusedasabasis
for definingservicdevel agreementwith customers.

The WIPM systemis composedof a seriesof
measuremergenersdeployedn all backboneout-
ing complees,whichfunctionasprobedeliveryand
measuremerpoints. Proberesultsarecollectedand
correlatedby a secure distributedhanestingappli-
cation,andaretheningestednto a centralizeddata
warehousewhere they are available for reporting,
alarming, and correlationwith other data sources.
Historical datais retainedindefinitely, andis avail-
ableon-line in the datawarehousdor a period of
oneyear WIPM is similar to otheractive measure
mentinfrastructureghat have beendeployedin re-
centyearsincludingAMP, Felix, IPMA, NIMI, Sur
veyor, andTestTraffic; see[4].



4 Analysis Studies

4.1 NetScope:A Unified Toolkit for Manag-
ing IP Networks

flow of traffic from a single ISP peerthroughthe
AT&T commonlP backbone. NetScopedrans on
thetraffic matrix andthe routingto displaythe sink
treefor thetraffic from the ISP peer Nodescorre-
spondto router centersand edgesto layer3 links

Managinglarge IP networksrequiresunderstanding petyweenrouter centers. Color and size are usedto

the currenttraffic flows, routing policies, and net-
work configuration. Yet, the state of the art for

managinglP networksinvolves manualconfigura-
tion of eachlP router andtraffic engineeringpased
on limited measurementsT he networkingindustry
is sorelylackingin softwaresystemghatalarge ISP
canuseto supporttraffic measuremerandnetwork
modeling theunderpinning®f effective traffic engi-
neering.

The AT&T Labs NetScopd8], a unified toolkit
to managelP networks,dravs on the mary feeds
of configurationand usagedata. Routerconfigura-
tion files and forwarding tablesare joined together
to form a globalview of the networktopology The
topology modelincludeslayertwo and layerthree
connecwity, link capacitiesandtheconfiguratiorof
theroutingprotocolsaswell asthehominglocations
for customerandexternallP addressesThetool also
associatetheroutersandlinks with statisticderived
from networkmeasurementd-or example,the feed
of SNMP dataprovidesinformationaboutCPUload,
aswell aslink utilization and loss statistics,which
canbeassociatedvith the appropriaterouterandits
incidentlinks. Similarly, active measurementf de-
lay, throughput,or loss, can be associatedvith the
appropriatdink(s). Finally, by combiningthe Net-
Flow datawith thetopologymodel,we cancompute
atraffic matrix of loadbetweerpairsof routersin the
backbone.

Joiningthesemary feedsof configurationrandus-
agedatain a commoninformationmodelfacilitates
a wide rangeof actiities for the designandopera-
tion of IP networks.In addition,NetScopédncludes
amodelfor how packetsareroutedthroughthe net-
work, basedon the configurationof the routing pro-
tocols. Using NetScopea networkprovider canex-
perimentwith changesn network configurationin
asimulatedervironment,ratherthanthe operational
network.

Figure 3 depictsa NetScopeview in a traffic en-
gineeringapplication. The visualizationshavs the

shav theamountof traffic flowing to eachnodeand
link. By combining configurationand usagedata
with a routing model, NetScopecan answermpor-
tant questionsabout the behaior of the network,
suchas “Why is this link congested?”and “How
would a changein the configurationof intradomain
routinghelpalleviatecongestion?”

4.2 WebFlow Management

We usedour PacketScopdracesto evaluate poli-
ciesfor carrying Web traffic over a flow-switched
networkinfrastructure.The explosive growth of In-
ternettraffic hasmotivatedthe searchfor moreeffi-
cientpacket-switchindechniquesTo exploit recent
adwancesin switching hardware,several proposals
call for groupingsequencesf relatedpacketsinto
flows andsendinghesepacketghroughfastswitch-
ing pathsor shortcuts Shortcutsmprove the perfor
manceexperiencedby networktraffic but consume
extra networkresourceso createandmaintain.

We basedour study on continuous one-week
tracesof Web traffic gatheredby our PacketScope
in Bridgeton,MO, and by a similar systemwithin
our researcHaboratory We assessethe effects of
threenetworkparametergaddressaggr@ation,idle
timeout,andinitial trigger)onthreecostandperfor
mancemetrics(shortcutsetuprate,numberof simul-
taneousshortcuts,and percentof traffic carriedon
shortcuts) We focusedon thefull probabilitydistri-
butionsof Web flow characteristicandthe metrics
of interest.We foundthat moderatdevels of aggre-
gationandtriggeringyield significantreductionsin
overheadvith anggligible reductionin performance.
Our resultsalso suggestedchemedor further lim-
iting overheadby temporarilydelayingthe creation
of shortcutsduring peakload, and by aggre@ating
relatedpacketsthat sharea portion of their routes
throughthe network. Furtherinformationis avail-
ablefrom our earlierpaperon this topic [6].
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4.3 WebProxy Caching

We usedour PacketScopdracesto study the per
formanceof Web proxy caching. Much work in
this areahasfocusedon high-level metricssuchas
hit rates,but hasignoredlow-level detailssuchas
“cookies; abortedconnectionsand persistenicon-
nectionsbetweenclientsand proxiesaswell asbe-
tween proxies and seners. Thesedetails have a
strongimpact on performance particularly in het-
erogeneoubandwidthenvironmentswherenetwork
speeddetweerclientsandproxiesaresignificantly
differentthanspeeddetweerproxiesandseners.

We evaluatedthroughdetailedsimulationsthe la-
teng/ andbandwidtheffectsof Webproxy cachingn
suchervironments. We drove our simulationswith
packettracesfrom the PacketScopen Bridgeton,
MO, aswell asfrom insideour researcHaboratory
Therewere three main results. First, cachingper
sistentconnectionsit the proxy canimprove lateny
much more than simply cachingWeb data. Sec-
ond,abortedconnectionganwastemorebandwidth
thanthat saved by cachingdata. Third, cookiescan

dramaticallyreducehit ratesby makingmary docu-
mentseffectively uncachablesincecookiesaccom-
pary personalizedlocuments. Additional detail is
availablefrom our recentpaperonthistopic[7].

4.4 Peering

Sourceand destinationlP addresse@ a given In-
ternetpacketoften belongto differentAutonomous
Systems(ASs), administeredoy different Internet
ServiceProviders (ISPs). The path sucha packet
takesthroughASs dependson the physicalconnec-
tivity betweenlISPs and their customers,together
with policiesfor interdomainroutingappliedliocally
within eachAS. Interdomainconnectvity androut-
ing policy depend,n turn, on businessagreements
betweenISPs, commonly termed peering agree-
ments.Roughly if flows betweertwo ISPsA andB
aresufiiciently large and balancede.g., the ratio of
thetraffic that A sendsB to thetraffic that B sendsA
is nearl) thenthetwo ISPsevenly sharethe costsof
interconnecting.If the flows arenot balancede.g.,
if thetraffic from A to B is significantlysmallerthan



in the otherdirection),then A appears customeiof
B, andpaysB accordingly (Detailsof peeringrela-
tionshipsare consideregroprietary) In negotiating
a privatepeeringagreemenbetweertwo ISPs,each
wouldtypically wantto collectits own, independent
measurements.

Considertwo ISPs, A and B, initially having no
directconnectionshut enteringinto negotiationsto
establishdirectconnections.A mustestimateraffic
volumesto B andfrom B. Letusconsiderthelatter,
thornierproblem. A wouldlike to estimatehetraffic
volumesfor BGP routesthat B usesto gettraffic to
A. In general,A only seesBGP routesin the other
direction(from A to B). However, usingdatasuch
asBGPtablesandflow statisticscollectedat border
routersyroughbut workableboundscanbefound. To
obtainalowerbound,A canaccounfor all flowsthat
originatein theASsbelongingo B. An approximate
upperbound,canbe obtainedunderthe assumption
of symmetricBGP routes:extractfrom the BGPta-
blesfrom A all prefixesthatcontainB in their BGP
list, andsumall flow volumeswhosesourceprefixis
in this setof prefixes. ThoughBGP routesarecom-
monly asymmetric,estimatesve have obtainedby
thistechniguehave neverthelesprovedquite useful.
In practice usingthistechniquen therole of A esti-
matinginflows from B, we have obtainedestimates
closeto thoseobtainedby B throughdirectmeasure-
mentsof outflowsto A.

Table 1 shows data derived from one such in-
vestigation. Flow measurementaeretakenat ISP
A’s borderrouters,with ISP A representinAT&T
WorldNet, and ISP B anotherlSP that at the time
wasreachabl@nly via thefour NAPslisted: AADS,

MaeEastPacBell,andSprint. Thesemeasurements,

takenover the courseof a week, shoved flows be-
tweenthe two ISPsto be sufficiently balancedhat
a private peeringagreementvas struck, with costs
split evenly.

4.5 Dial ServicePricing

How shouldan ISP marketdial accessto gain and
hold marketshare while makinganadequateeturn
oninvestment?o maketheir serviceattractve, ISPs
must placedial POPs(Pointsof Presencegnt loca-
tions that potential customersan reachvia an un-

NAP A— B B— A Ratio
Bytes Mbps | Bytes Mbps

AADS | 18G 9.64 | 25G 134 | 1.39

MaeEast| 30G 15.8 | 17G 9.06 | 0.57

PacBell | 24G 119 | 65G 325 | 2.73

Sprint | 22G 115 | 16G 8.53 | 0.74

Table1: Traffic volumesbetweentwo ISPs, A and
B, consideringa peeringarrangement.
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Figure4: Tail distribution of dial sessiorduration.

meteredocalcall, i.e.,with priceindependenof du-
ration. If the ISP chagesa flat (usageinsensitve)
feefor accesscustomersnayhave little incentiveto
log off duringprolongeddle periods.

Figure4 depictsthe measuredlistribution of call
holdingtimesof AT&T WorldNetdial sessiongob-
tainedfrom the Call RecordJournal)ymeasuredvhen
the servicehadaflat fee. Thelinear slopeon alog-
log scaleis characteristiof a heavy-taileddistribu-
tion. (The sharpcut off at the upperendis dueto
adisconnecpolicy for sessiondasting24 hours,in
forceatthetime.) Closeranalysisjoining customer
registrationdatawith the sessiorusagedata,carried
outin early1998 revealedthat3% of theuserqthose
with monthlyusagesxceedingl 50 hours)accounted
for about30% of theusageminutes.

As aresultof analyse®f thistype, AT&T World-
Netoffereda new pricing plan,whichbecameeffec-
tive in Juneof 1998, providing up to 150 hoursof
servicefor a fixed monthly fee, and a usagesensi-
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Figure5: (Normalized)numberof WorldNet heary
users,i.e., thoseusingservicemorethan150 hours
permonth.Usagesensitvepricingbeyond150hours
wasannounced/98,effective 6/98.

tive chage for servicebeyond 150 hours. The re-
sult was dramatic. Startingfrom the time the ser
vice was announcedand before it becameeffec-
tive), usagepatternsbeganto change;in particular
heary userdgganloggingoff, effectively cuttingthe
heay tail. Thisis illustratedin Figure5. Internal
andindependenimeasurementsdicatedsignificant
improvementsin accessavailability; the chanceof
connectingo the serviceon thefirst call attemptin-
creasedignificantly

Of course pricing planscomeandgo in response

to marketforces. However, this studyhelpsto un-
derstandhe qualitative effects of the plans. Unlim-
ited usagebilling leadsto thegrowth of asmallcom-

munity of heary usersconsumingadisproportionate

shareof resourcesLimited usagebilling caneffec-
tively reducetheimpactof suchheary users.

4.6 Other Studies

In this sectionwe have focusedon someapplica-
tions of our measurementlatato network design,
engineeringpperationsandmarketing.Many other
studieshave beenconductedusing theseand other
datasetsthatwe have notyetdescribedWe mention
someof thesestudieshere.

Placing Pointsof Presenc€POPs): Consumers are
expectedto find the dial servicemore attractive if

they canmakeanunmeteredelephonecall to aPOPR

This studyusesnformationaboutlocal calling areas
to optimally placenev POPsin orderto maximize
the numberof telephonelines that can makelocal

callsto them.

Churn: New dial customergepresentn investment
for ary ISP Understandinghe reasonssubscribers
churn(i.e., leave the service) providesinformation
abouthow to improve serviceand can help target
marketing.Predictingchurnratesis partof forecast-
ing expensesand revenues. Basedon the the Call
RecordJournaland the Registration Records,this
study suggestshat churningand non-churningcus-
tomersshaw quitedifferentusageprofilesearlyonin
their subscriptiorhistory.

ScalingAnalysis: Analysis of the time series of
packetarrivals hasrevealednew scalingstructurein
Internettraffic: self-similarity at long time scales;
a changein scalingbehaior at intermediatetime-
scales;and multifractal scalingat shorttimescales.
Thesephenomenaanbe relatedto the presencef
closed-loopcontrols,suchasin TCP, or open-loop
controls,suchasin UDP applications.

5 Conclusions

We have presentech measuremenand analysisin-

frastructurefor characterizinghe usageand beha-

ior of IP networks.Theinfrastructurecomprisedoth
passve andactive measurementlementsdeployed
in AT&T’'s commerciallP network. Thesemea-
surementlementgontinuouslyfeeddatato a large,
high-performancdatarepositoryatAT&T Labs.We

have alsodescribeda numberof studiescarriedout
using the differentforms of datain the repository
Thevariety of measuremerdataat our disposal to-

getherwith the ability to correlatemultiple setsof

data,enablenen andimportantcharacterizationsf

mary aspect®f thelnternet.
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